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1. Introduction

SpiraTeam® is an integrated Application
Lifecycle Management (ALM) system that
manages your project's requirements, releases,
test cases, issues and tasks in one unified
environment:

SpiraTeam® contains all of the features provided
by SpiraTest® - our highly acclaimed quality
assurance system and SpiraPlan® - our agile-
enabled project management solution. With
integrated customizable dashboards of key
project information, SpiraTeam® allows you to
take control of your entire project lifecycle and
synchronize the hitherto separate worlds of
development and testing.

This administration guide outlines how to setup
a working installation of either SpiraTeam®,
SpiraTest® or SpiraPlan®, and how to perform
routine administrative tasks.

It assumes a basic understanding of how to
setup and administer a Windows 2003 Server®,
Windows 2008 Server®, Windows XP®
workstation or Windows Vista® workstation, and
also assumes that you have access to a valid
Administrator level account.

For information on how to use the features of
SpiraTeam®, SpiraTest® or SpiraPlan®, please
refer to the SpiraTeam® User Manual instead.

This document contains Inflectra proprietary information




2. Installing SpiraTeam®

This section outlines how to prepare your system for installation of SpiraTeam®, how to actually install
the software using the provided installation package, and finally how to ensure that your web-server is
correctly configured to ensure secure operation.

The first sub-section will outline what hardware and software configurations are supported and the exact
installation sequence for Windows 2008, 2003, 7, Vista and Windows XP. The second sub-section will
explain how to load the SpiraTeam® software onto the server, and discuss common problems and
solutions.

The minimum hardware and software requirements for running the SpiraTeam® system are:

Requirement Minimum Specification
Processor: Intel® or AMD® x86 or x64 compatible processor
Memory: 2 GB, 4 GB recommended
Operating System: Windows Server 2008 (recommended)
Windows Server 2003 (recommended)
Windows 7

Windows Vista*
Windows XP Professional*

Service Packs: Windows Server 2003 SP2
Windows Vista SP1*
Windows XP Professional SP2*
Database: Microsoft SQL Server 2008

Microsoft SQL Server 2008 Express Edition
Microsoft SQL Server 2005
Microsoft SQL Server 2005 Express Edition

Web Server: Internet Information Services (11S) 5.1 or higher
ASP.NET Web Extensions 4.0 or higher

Web Browser: Internet Explorer 7.0+
Mozilla Firefox 2.0+
Opera 9.0+

Google Chrome 0.4+
Apple Safari 3.0+

Other Components: Microsoft Excel 2003+ (optional)

Microsoft Word 2003+ (optional)

Microsoft Project 2003+ (optional)

Java Plug-In 1.6 (for screenshot capture applet)

*Note that SpiraTeam® can be loaded onto either Windows Server or Professional editions, provided that
the IS web-server is installed and that SQL Server is available as a database engine. However Windows
Vista (except Ultimate edition) and Windows XP Professional can only support a maximum of 5
concurrent user web sessions. In general unless there are only going to be a couple of client machines
hitting the server, we recommend using Windows Server 2003 or 2008.
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2.1. System Prerequisites

Assuming that you have already installed the appropriate version of Microsoft Windows onto your
computer (or that has been pre-installed for you), you need to then make sure that the various
prerequisites have been correctly added to your installation before trying to install SpiraTeam®. The
SpiraTeam® installer will check to ensure that the various prerequisites are in place, and will abort the
installation if any are missing, indicating to you what action needs to be taken.

We recommend that you install / configure the prerequisites in the following order:
> Install SQL Server 2008 or 2005

Install Internet Explorer 8.0 or 9.0

Ensure that IS is installed

Install the .NET Framework v4.0

Ensure that ASP.NET 4.0 is enabled

Y VYV VY VY

2.1.1. Install SQL Server 2008 or 2005

Install the appropriate version of the database software, following the instructions provided with the
installation. We recommend SQL Server 2005/2008® Express Edition® for most users. This free version
of SQL Server will offer sufficient performance for most installations and can be easily downloaded from
either the customer area of our website or directly from the Microsoft® web-site at
http://www.microsoft.com/express/sql.

2.1.2. Install Internet Explorer

Install the appropriate version of the browser (we recommend 8.0 or 9.0), following the instructions
provided with the installation. You are free to use Internet Explorer, Mozilla Firefox, Apple Safari, Google
Chrome or Opera with SpiraTeam®. Other browsers (Netscape, Konqueror, etc.) may work with
SpiraTeam®, but they have not been exhaustively tested for compatibility by Inflectra®.

2.1.3. Ensure that lIS is installed

On Windows Server installations, 11S is usually installed as part of the factory configuration, whereas on
Windows Vista and XP installations, you typically need to manually add the components to the factory
configuration. The steps that you need to take to verify its installation are listed below for each operating
system:

a) Windows XP or 2003 Server

To check if you have 1IS installed, click Start > Control Panel > Administrative Tools. Under the
“Administrative Tools folder”, you should see an icon for “Internet Information Services”. If you don't see
this icon, then it means that you need to add IIS to your computer:

@ Component Services

Q Computer Management

Data Sources (ODBC)

Event Viewer

Local Security Policy

Microsoft .NET Framework 1. 1 Configuration
Microsoft .NET Framework 1.1 Wizards ) L
Derformance Indicates IIS is installed

Services

Internet Information Services

“HSEEFFODdY

Server Extensions Administrator
MetaEdit 2.2
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To install 1IS, you need to click Start > Control Panel > Add or Remove Programs, then choose the option
to “Add / Remove Windows Components” as illustrated below:

Windows Components Wizard @

Windows Components

*fou can add or remove components of Windows XP.

To add orremove a companent, click the checkbax. A shaded bax means that anly
part of the companent will ba installad. To see what's includad in a component, chck

Details,

Components

b 8 internet Explarer GOMB &
W %Hu’nﬁt Information Services {II5) 135 MB

¥ gjlianagemer:l and Monitonng Tools 20 MB

[ s Message Quewing 0.0 M8

Rl " MSM Fumineer M7 MR M

Description:  Includes Windows Accessones and Lkities for your computer,

Total disk space required: 563 ME
Space available on disk- 18693 2 ME
[ <Back J[_ Net> | [ Cancel |

Check the box marked “Internet Information Services (IIS)”, and click the <Next> button to install the
missing Windows components. Once the installation has completed, IIS will now be installed on your
system. To verify that this is the case, type http://localhost into the address bar of Internet Explorer on
your computer. You should see a screen displaying the initial 1IS startup page:

.-"; ' INAT e XD e Under Construction
f ,IU Windows*! i

A The site you are trying to view does not currently have a
Professional default page. It may be in the process of being upgraded and

configured.

Flaasa try this ete sgamn later. I vou sbll expansnce the
e feires &' dulenll Wk fye o ' problem, try conkacting the 'Web site administrator,
g bn. LERRA L] R I . -

o 4o LT Loslraen b

Frriailits Sofaal M .
C

i you are the Web site adminstrator and feel you have
received this message in emor, please see "Enabling and
Disabling Orynamic Content™ n 115 Help.

To access [1S Help

Chek Start, and then chck Risn

2. Inthe Open text box, Bype inctmgr. 115 Manager
appears,

3. From the Help menu, dick Help Topics.

4. Chek Imternet Information Services,

Windows XP 1IS Default Page Windows 2003 Server IIS Default Page

If you don'’t see this page, but instead see an IIS error page (e.g. Internal Server Error 500), please refer
to Appendix A — Troubleshooting IIS to fix your IIS installation before following the rest of this installation
guide.

On Windows 2003 Server you may also need to go into the Web Service Extensions folder and make
sure that ASP.NET 4.0 is marked as ‘Allowed’. If you receive an HTTP 404 (Page Not Found) error when
running SpiraTeam® then it usually means that ASP.NET 4.0 is marked as Prohibited.

b) Windows Vista or 2008 Server

To check if you have IIS installed, click Start > Control Panel > Administrative Tools. Under the
“Administrative Tools folder”, you should see an icon for “Internet Information Services (lIS) Manager”. If
you don't see this icon, then it means that you need to add IIS to your computer:
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L
12| Event Viewer

;":. Group Palicy Management

‘Tﬂ Internet Information Services (115) 6.0 Manager
|H§ Internet Information Services (115) Manager |—_’— Indicates that IIS is installed
& i5CSI Initiator

_i:gl Local Security Policy

| Memory Diagnostics Tool

To install 1IS, you need to click Start > Control Panel > Programs and Features, then choose the option to
“Turn Windows features on or off”. This will bring up the list of features and roles that can be configured

on the server:

Select the role services to inskall for Web Server (I13):
Role services: Description:

Directory Browsing (Inskalled)
HTTP Errors {Installed)
HTTP Redirection (Installed)
[E application Development (Installed)
ASP.MNET (Installed)
MET Extensibility (Installad)
[] asp
[ car

I3API Extensions (Installed)
I3API Filters (Installed)
[] server side Includes —

applications.

[

[E Health and Ciagnostics (Installed)
Security {Inskalled)
Performance (Inskalled)
= [E Management Toals {Installed)
115 Management Console (Tnstalled)
115 Management Scripts and Tools (Installed) LI
LT ENCEN ey k Cmpiimm Tkl

More about role services

Make sure that the following features are enabled:

» Common HTTP Features
[> Static Content
> Default Document
> HTTP Errors
> HTTP Redirection
> Application Development
> ASP.NET
> .NET Extensibility
> ISAPI Extensions
D> ISAPI Filters
» Management Tools
D> 1IS Management Console
> 1IS Management Service

To verify that this IIS is now installed, type http://localhost into the

Wweb Server provides support For

5@ - . - 21 HTML Web sites and optional support
= Common HTTP Features (Installed) For ASP.MET, &5F, and Web server
Static Content (Installed) extensions, You can Use the Web
Default Document {Inskalled) Server to host an inkernal or external

web site or to provide an environment;
for developers bo create Web-based

address bar of Internet Explorer on

your computer. You should see a screen displaying the initial IIS startup page:
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—1IS7

internet information services

2.1.4. Install the .NET Framework v4.0

On Windows Vista, Windows 7 and Windows 2008 Server installations, Microsoft .NET Framework v4.0 is
usually installed as part of the factory configuration, whereas on earlier operating systems, you might
need to manually add the .NET 4.0 components to the factory configuration.

To see which version of the Microsoft .NET framework installed, open up Windows Explorer® and
navigate to C:\WINDOWS\Microsoft. NET\Framework and then the subfolders listed will indicate which
version(s) of the framework you have installed:

= IC5) Microsoft.NET
|50 assembly
= 3 Framework
I3 w1.0.3705
I3 wi.1.4322
I v2.0.50727
=y w30
I w35

I v4.0.30319

NET Frameworks
~1.0, 1.1, 2.0, 3.0,
3.5 & 4.0 are installed

To install the .NET Framework, launch Internet Explorer and enter the URL:
http://www.microsoft.com/netframework. From this page there will be links to download and install the
latest version of the .NET Framework (version 4.0 at time of writing). Click on the option to download and
install the .NET Framework, and follow the instructions provided. Once you have completed the install,
verify that the installation was successful by looking in the “Administrative Tools” folder as illustrated
above. You also need to make sure that .NET 4.0 has been installed if necessary.

Please make sure that the Full .NET 4.0 Framework is installed and not just the .NET 4.0 Client Profile.
You can check which is installed by going to Start > Control Panel > Programs & Features and then
looking for the different .NET 4.0 Framework components that are installed:

I-?f_{,'iI"'4-'1il::n::tsu:n"'t MET Framework 4 Client Profile
@Microsoﬂ MET Framework 4 Extended
[ Microsoft .NET Framewaork 4 Multi-Targeting Pack

If you only see the “Microsoft .NET Framework 4 Client Profile” and not the “Microsoft .NET Framework 4
Extended”, then you need to install the additional .NET 4.0 components that are needed for server-based
applications such as SpiraTeam to run.



http://www.microsoft.com/netframework

2.1.5. Ensure that ASP.NET is installed

Now that you have both IIS and .NET installed, you need to make sure that the Active Server Pages
(ASP.NET) components that allow IS to access the .NET framework have been correctly configured. If
you installed .NET after IS then ASP.NET is typically configured for you, but if you installed 1S
afterwards, then further manual steps may be necessary. The settings are different depending on which
version of Windows you are using:

a) Windows XP or 2003 Server

To verify that ASP.NET has been correctly configured, click on Start > Control Panel > Administrative
Tools > Internet Information Services to launch the 1IS administrative console:

T . .
*& Internet Information Services

File Action View Help
e » @m @ .

Internet Information Services | Fath

- Q SANDMAN (Jocal computer)

Marne

& 115Help
L@ 5eripts

Ea _wti_hin
E@ Printers

-1-[23 web Sites

R JDefault Web Site

+|- % Default SMTP Virtual Server

c:Ywindowsthelplishelp
C:\Inetpub\Scripts

C:\Program Files\Comman Files\Micr...
C:YWINDOWS Wweb\printers

Expand the name of the web-server (marked as local computer), expand the “Web Sites” folder, right-click
on “Default Web Site” and choose the “Properties” link. This will bring up the IIS configuration dialog-box

with the *Virtual Directory’ tab highlighted. Then click on the ‘ASP.NET’ tab if it is listed:

SpiraTest Properties

HTTF Headers
Virtual Directory

Custom Erors
Documents

ASP.NET
Directory Security

When connecting to this resource, the content should come from:
(@) A directory located on this computer

() A share located on another computer

SpiraTest Properties

Virtuzl Directony
HTTP Headers

Documents
Custom Emors

Directory Security
ASP.NET

() Aredirection to a URL

Local Path:

Application Settings
Application name:
Starting point:
Execute Pemissions:

Application Protection:

[ Seript source access Log visits

Read Index this resource
[Clwrite

[ Directory browsing

SpiraTest

<Default We..\SpiraTest
Secripts onby

Medium (Pocled)

CSubversion'Projects Irflectra Trunk

Remaove

ASP.NET version:
Virtual path:
File location:
File creation date:

File last modified:

B

|/ SpiraTest

|C “\Subversion"\Projects’Spira Team\ Trunk\Spira

|5/23/2D1 0 1:29:55 PM

|5',-‘23,-’2D1 01:29:55 FM
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If ASP.NET 4.0 is correctly configured you will see the ASP.NET tab, and it will list the ASP.NET version
as being ‘4.0.30319’ as illustrated above. If you don't see this tab, you either don't have ASP.NET
configured, or you have an earlier version of ASP.NET (v1.1 or v2.0) configured.

To configure ASP.NET 4.0 for an existing 1IS website, you need to open up Windows Explorer and
navigate to the folder containing the .NET Framework. So, for example, if you have .NET Framework v4.0
installed, you would navigate to C:\WINDOWS\Microsoft. NET\Framework\v4.0.30319. Now, you need to
open up a Windows command prompt by clicking Start > Programs > Accessories > Command Prompt.
This will open up the command prompt window:
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0 v4.0.30319 -ox \WINDOWS\system3Zicmd. exe

Fle Edit View Favorites Tools Help " i soft Windows dion 5.1.26601
opyright 1985 crosoft Corp.

Qs ~

(=]
Folders X Mame =

T e relders | 7] :\Docunents and Settings\Adam Sandman>cd “C:\WINDOWS\Microsoft.NET\Frameuorkiwd.B.30319"

'S \Microsoft NET \Framework\v4.0. 30319 ~ ﬂ Go I\WINDOWS\Microsoft .NET\Framework\w4.0.3031%>aspnet_regiis.exe —i

£ Media ] D033
= O MicosaftNeT L) ASP. NETWebAdminFiles
# 1) assembly Digonfig
= ) Framework QMoF
Eavro.3705 Dusbuid
® 2 viid3n
& £ v20.50727
® D v30
® 2 vas
= 0 v4.0.30319
o 1033
& () ASP.NETWebAdminFies
# ) Config
Mo
2 msauid
B 2 mu
) RedistList
() SetupCache
= s
i (2 Temporary ASP.NET Fies
B 2 wF vl >

arkngPerfCountars.h
orkingperfounters.ini
todkncperfCounters v2h [y

312 objects (Disk free space: 7.53 GB) 127MB ¥ My Computer Al 3

Now change the directory in the command window to the folder name in windows explorer (i.e. type CD
C:\ WINDOWS\ Microsoft. NET\ Framework\ v4.0.30319 where the version number matches the version
number of the framework you have installed). Once you have changed the directory to the appropriate
folder, simply type aspnet _regiis.exe —i to configure ASP.NET. You can now verify that ASP.NET has
been installed by checking the IS management console (as described above).

b) Windows Vista, 7 or 2008 Server

To verify that ASP.NET has been correctly configured, click on Start > Control Panel > Administrative
Tools > Internet Information Services (1IS) Manager to launch the 1IS administrative console:

&' INFLECTRASVRO04 Home
|
SR 127 e CTRAVRDS (L ik 7 e ”
L.} Applcation Pocls ASPNET
- &l Stes
5 El ] = -
' 1.) 4 : |
b ), ¥ ab) _J Il 3 .‘. S. s
NET JNET JHET Trust Application  Connection  Machine Key  Pages and Providers  Sesgion State  SMTP E-mal
Compdation  Gobalization Lawels Settings Strings Controls
s
- | =n £ = ; £l 1= i 17 , K
s B = L > 404 e e .
Authertication Authoezation  Compression Cfaul Directary  EmarPages FaledRequest  Hander  HTTP Redrect HTTP IPv4 Address
Rules Document Browsing Tradng Rules  Mappings Respo... and Domai, .,
& I . =
U =l 1 ¢ '} R Xy
ISAPT &nd O TSAPI Fikers Logging MIME Types Medules Ot pst Sérver Wirksr
Restrictions Caching Certificates Processes
Management
Hh 8 8 0
i 4 g A
Feature 15 Manager IS Manager  Management Shared
Delogation  Parmissions Users Service  Configuration

You should see a section called “ASP.NET” occupying the top third of the 1IS screen. If not, then you
need to go back to section 2.1.3 and make sure that you chose the option to install ASP.NET when
installing 11S.

2.2. Installing the Software

Now that all the prerequisites have been correctly installed, you are now ready to install SpiraTeam® onto
your system. To perform the installation, you will need the installation package downloaded from the
Inflectra® website, the name of the organization that the software is licensed to, and the actual license key
code which will be available in the customer area of the Inflectra® website.

To start the installation, double-click on the SpiraTeam® installation package (it will have a filename of the
form SpiraTeam-v3.x.Xx.x.msi), and the Windows Installer will display the following dialog box:
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4

i':_-ﬂr SpiraTeam Setup

Welcome to the SpiraTeam
Setup Wizard

The Setup Wizard will install SpiraTeam +3.0.0.0 on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

—~
<

inflectra~
< Back [ Next > I [ Cancel ]

If you are upgrading from an earlier version of SpiraTeam®, the dialog box will be similar except that it will
instead let you know that you are upgrading from an earlier version to the current one:

Welcome to the SpiraTest
Setup Wizard

The Setup Wizard will upgrade the version of SpiraTest on
your computer to v1.0.2.0. Click Next to continue or Cancel
to exit the Setup Wizard.

inflectra~

| zgack || MNext= | [ Cancel ]

In this instance the installer will update the program files on your computer and migrate your data into the
new version seamlessly. If for any reason you don’t see the upgrade message and you have an existing
installation, don’t continue, but instead contact Inflectra® customer support first. This will ensure that
your existing data is not overwritten by a clean install.

In either case, click the <Next> button to start the installation wizard which will gather information from
you regarding how you want to setup the system, before actually installing the web-server files and
database components. The next page of the installation wizard will display a list of all the required pre-
requisites and whether the installer could find them or not:
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ﬂ SpiraTeam Checking Prerequisites

et

Verifying Prerequisites
Checking to make sure prerequisites installed

with the installation. Please dick on the details button to learn how to correct.

Team

The list of prerequisites is displayed below. Please fix any errors before continuing

@ Microsoft Internet Information Services (Web Server) Details
@ Microsoft ASP.NET Web Server Extensions (4.0.30319) Details
@ Microsoft .NET Framework 4.0.,30319 Extended Details
anore E
l < Back ][ Mext > ] l Cancel I

If any of the prerequisites were not correctly installed, the installer will display a red cross icon next to the
missing component(s). If this happens, please refer to section 2.1 for installation of any prerequisites. If
for any reason you have the prerequisite installed but the installer was not able to find it (this can
occasionally happen on certain environments), click the <lgnore> button to proceed with the installation.

Once the prerequisites have been correctly installed, clicking <Next> will bring you to the next page in the

installation wizard:

i'e!rl' SpiraTeam License Agreement

End-User License Agreement

Please read the following license agreement carefully

Team

INFLECTRA SOFTWARE END USER LICENSE AGREEMENT

(0 EULAD ) IS A LEGAL AGREEMENT BETWEEN YOU AND

INSTALLATION PROCESS AND USING THE SOFTWARE. IT

(1 do not accept the terms in the License Agreement

IMPORTANT: THIS SOFTWARE EMD USER. LICENSE AGREEMENT
INFLECTRA. READ IT CAREFULLY BEFORE COMPLETING THE

PROVIDES A LICEMNSE TO USE THE SOFTWARE AND COMTAINS
WARRANTY INFORMATION AMD LIABILITY DISCLAIMERS. BY

IMQT AL M AR LIRURE THE @OETVWADE Wil ADE CORIEIDRAIN

Mext = ]

I

l < Back

l Cancel ]

The next screen in the installation wizard outlines the SpiraTeam® End User License Agreement (EULA).
Please read this carefully as it describes the legal contract between you — the user of the software — and

Inflectra® Corporation, the developer and publisher. On

ce you have read the agreement and understood

your rights and obligations, select the radio button marked “l accept the terms in the License Agreement”

and click the <Next> button.

The following screen will be displayed:
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i'e!rl' SpiraTeam Setup E

Choose the Product being Installed

Team

Choose the name of the product that you are installing:

SpiraTest

-
' est A complete quality assurance and test management

system with integrated defect tracking.

SpiraPlan

P’an An essential tool for planning and managing complex

projects in a collaborative environment.

SpiraTeam

' eam Comprising SpiraTest and SpiraPlan in one integrated

suite, manages the complete application lifecyde.

You need to choose the product that you will be installing — SpiraTest®, SpiraPlan® or SpiraTeam®. This
is important because the license key for each product is different.

Once you have chosen the product, the following screen will be displayed:

i'é‘- SpiraTeam Setup E
Customer Information T -
Please enter your customer information —> eam
User Mame:
|Jne Bloggs

Qrganization:

|Inﬂectra Corporation

{Must match the Organization name the License was issued to)

License Key:

l < Back “ Mext = ] l Cancel ]

You need to enter your full name, the organization that was issued the software license, and finally
the full hexadecimal license key that was provided with the software. Once you click <Next>, the installer
will verify that all three were entered, and that the license key matches the product being installed and
that it matches the organization name. The installer will warn you of any discrepancies, but will allow you
to proceed; however after installation, the system will not operate until a correct license key is entered.

If for any reason you are unable to get the provided license key to work, please contact Inflectra®
customer support immediately and they will resolve the issue.
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After clicking <Next>, you will be given the choice of installation to perform:

i'él' SpiraTeam Setup 8

Choose Setup Type

Choose the setup type that best suits your needs Team

Complete Installation

Installs the full application and all the required database files.
Recommended for most users.

Application Only
Installs only the application program files. This is useful if you
glready have the database installed on another server.

Custom Installation

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
e users.

_Q;;;l

By default, the installer will install all of the SpiraTeam® features onto the target system, so we
recommend choosing “Complete Installation”, which will both install the complete system — application
and database. For advanced users who want to change the folder to which the system is installed (by
default it is C:\Program Files\SpiraTeam), change the name of the database created (by default it
will be SpiraTeam) or to prevent the installation of the optional web-services data integration modules,
you can choose the “Custom Installation” option, which allows you to change those settings prior to
installation.

The “Application Only” installation is useful when you need to move the application to a different server,
but want to leave the database installed on the same server. In this case you can use the “Application
Only” installation on the new server, and once the installation is completed, change the name of the
database pointed to in the “Web.Config” file to the existing database server.

This manual assumes that the “Complete Installation” option is chosen, in which case the following
screen is displayed:

& SpiraTeam = 8
Select A Virtual Directory .
Select the web site virtual root ] eam

This will install SpiraTeam in the following virtual directory.

To install to this virtual directory, dick ™ext”™. To use a different virtual directory, enter the
name below.

Virtual Directory |SpiraTeam

l Cancel I I < Back J [ Mext > i

This screen allows you to change the name of the web-site URL that will be user to access the system.
By default, users would need to type into their browsers: http:/<server name>/SpiraTeam. Should you
want to have a different name — other than SpiraTeam — change the name in the Virtual Directory box,
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otherwise simply accept the default name and click <Next>. Note: The installer will check to make sure
that the name you have chosen is not already in use, and will warn you if it is.

Upon clicking <Next>, you will be taken the database connection screen:

& SpiraTeam = @

Select A Database

Select the database to install on Team

The installer will now collect the information about your SQL Server database.

Flease enter the name of the database server, and the login/password for a
system-administration account that will be used to create the database objects.

(®) windows Authentication () 5QL Server Authentication

Server |SANDMAN'\5QLEP(PRESS
Login |sa
Password |
Install Sample Projects ﬂ
[ Cancel ‘ I < Back I I Mext = ‘

You can connect to the SQL Server database using either Windows Authentication or SQL Server
Authentication, and the process is slightly different for each mode:

2.2.1. Windows Authentication

This is the easiest option when the application and database will be residing on the same server. In this
case, choose the “Windows Authentication” option and the Login/Password boxes will be disabled. In this
case, the installer will connect to the database using your current Windows login to create the application
database objects, and SpiraTeam® will connect to the database during normal operation using either the
ASPNET or NETWORK SERVICE Windows accounts (it depends on the version of the operating
system).

2.2.2. SQL Server Authentication

This is the easiest option when the application and databases will be residing on different servers across
the network. In this case, choose “SQL Server Authentication” and provide a SQL Server Login that has
Database Owner (DB-Owner) permissions — e.g. the built in System Administrator (SA) account. The
installer will use this DB-Owner account to create the database objects, and SpiraTeam® will use a
special login (called SpiraTeam by default) for normal application operations.

For either mode, in the “Server” box, you need to enter the name of the Microsoft SQL Server instance
that is running on your system; the installer will default it to the hostname of the server (which in many
cases will be correct). The easiest way to find out the database server name is to open up the SQL
Server Administrative console (typically by clicking Start > Programs > Microsoft SQL Server > Enterprise
Manager) and look for the name of the server.

For SQL Server 2005/2008 Express edition installations, the Server name is usually the name of your
computer followed by \SQLEXPRESS”, so for example, if your computer is called MyComputer, the
server name would be MyComputer\SQLEXPRESS. Omitting the second part (called the instance name)
would lead to a “host not found” error.

You can also choose whether to install the sample projects or not — typically we recommend installing the
sample projects for evaluation installations and excluding them for production installs.
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Once you have entered the various pieces of information, click <Next>. The installer will attempt to
connect to the database using the provided information, and it will display an error message if any of the
information is incorrect. Assuming the information is correct, the following screen will be displayed:

i'\‘!r" SpiraTeam =i 8

Advanced Database Configuration

Flease spedfy the following database options Team

The installer will now let you specify the advanced database configuration settings.

Please choose the name of the database login, database name and database user that will be
created by the installer.

Database Login |SAI‘-JD[\'IAI‘-I VASPNET
Database Name |Spi|'aTeam
Database User |Spi|'aTeam
(7]
I Cancel ‘ I < Back ‘ I MNext > ‘

This page lets you customize the name of the database login, database name and database user that the
application will create. If you chose the “Custom Installation”, then the fields will be editable, otherwise
they will be read-only. Also if you chose “Windows Authentication” then the Database Login field will be
set to the built-in Windows account associated with ASP.NET for the specific operating system being
installed on (and cannot be changed). Once you have reviewed this page and made any changes, you
should click <Next> to proceed:

i'é'—' SpiraTeam Setup E

Ready to Install T -
The Setup Wizard is ready to begin the Complete installatior eam

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

l < Back “ Install | l Cancel ]

Click the <Install> button to actually begin the process of installing SpiraTeam® onto your system. If you
are installing SpiraTeam® onto Windows Vista, then you will first be prompted by the Windows User
Access Control (UAC) security system to confirm that you want to install a new piece of software. Click
the option that confirms you want to proceed with the install.

The installer will then display a progress bar that gradually fills as the installation proceeds:
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i?:% SpiraTest Setup

Ay -
Installing SpiraTest Spir aTest

Please wait while the Setup Wizard installs SpiraTest. This may take several
minutes.

Status:
|

| < Back ” Next > | I Cancel I

Once the installation is complete, the following message will be displayed:

il}‘l SpiraTeam Setup x

Completing the SpiraTeam
Setup Wizard

Click the Finish button to exit the Setup Wizard.

—~
S

inflectra~

Congratulations! You have successfully installed SpiraTeam® onto your system. If you type
http://localhost/SpiraTeam into your browser you should see the SpiraTeam® login page, as illustrated in
the SpiraTeam® User Manual. If for any reason you don't see the login page, please refer to Appendix A
— Troubleshooting IIS or contact Inflectra® Technical Support using one of the methods described at our
website http://www.inflectra.com/Support.

2.3. Security Considerations

The Microsoft Internet Information Services (IIS) web-server and SQL Server database are powerful tools
to managing web-based applications. However it is important to make sure that they are correctly secured
to prevent unauthorized access to applications being hosted on them. This is a fast changing field and
beyond the scope of this guide to address, however we recommend reading the following article for
details on how to secure IIS:

http://www.windowsecurity.com/articles/Installing_Securing 1IS_Servers Partl.html

In addition to the steps outlined in this article, it is important to note that by default, all web pages served
by 1IS using the HTTP protocol are unencrypted, and as such, the usernames and passwords used by
SpiraTeam® to log into the application can be read by network sniffing tools. If you are using SpiraTeam®
purely within an intranet environment, this may not be an issue. However if you are externally hosting



http://localhost/SpiraTeam
http://www.inflectra.com/Support
http://www.windowsecurity.com/articles/Installing_Securing_IIS_Servers_Part1.html

SpiraTeam® onto a publicly accessible website, we recommend installing a Secure Sockets Layer (SSL)
encryption certificate, and restricting all web-traffic to the secure HTTPS protocol instead. For details on
how to perform this task, please refer to Appendix B - Installing an SSL Certificate.




3. System Administration

Now that you have successfully installed SpiraTeam®, this section of the guide outlines how to perform
the typical system-wide administrative tasks necessary for setting up projects in the system, managing
users and verifying the license information. To perform these tasks, you need to login to the system with a
username that has “System Administration” permissions. The special “Administrator” username is created
by the installer for this very purpose. You should initially login to SpiraTeam® with the username
Administrator, and the password PleaseChange. It is recommend that this password be changed as
soon as possible to something that is secure yet memorable by clicking on the “User Profile” link — see
the SpiraTeam® User Manual for more details.

Once you have logged in as the Administrator, you need to click the “Administration” link above the main
navigation bar. This will display the Administration home page:

T ® Walcome, System Administrator | My Profile | Administration | Log Qut | |Lbrary infrmation System M| Help?
) My Page Project Home Planning Testing Tracking Reporting
My Page Role: Project Owner
£ Fropca View | Edit Projects
] View / Edit Projects
ﬁi] Edit Project Groups The following projects have been created in the system. To edit an existing project, please click on the 'Edit’ link
@ } To create a new project, click on the [Add] button
*] Edit Notifications
gi-l P Project Hame A ¥ Fro]ecl Group AV . Creation Date 4F Active AT Project# AY  Operations
SomaTon — v O [ e[ ]
Legacy Application External Projects 1-Dec-2005 Mo PRO00004 > Solect | Edit | Copy | Delata
£ Users Library Information System Internal Projects 1-Dec-2005 Yes PRO0ODOD1 > Select| Edit| Copy| Delete
] view / Edit Users Sample Application One Intemal Projects 1-Dec-2005 Yes PROD0002 > Select | Edit| Copy| Delete
1 Project Membership Sample Application Two Extemal Projects 1.Dec-2005 Yes PRO00003 > Select | Edit| Copy| Delete
&1 View / Edit Roles
B Incidents
1 Edi Ty /pes
) Edit Statuses
) Edit Priorities

E‘l Edit Severties
9 Eit Workflows

5 Documents
“ﬂ Edit Types
1 Edit Folders

The Administration home page is divided into two main areas — the left hand navigation bar that contains
links to all the available administration options (grouped under folders) and the main pane that displays
the available settings for the selected option. By default, the “View/Edit Projects” administration screen
will be displayed in the main pane.

The options available to you in the left hand navigation bar will vary depending on your level of
administrative privileges. If you have the “system administration” privilege granted, then all the options will
be available, whereas if you are just a “project owner”, only those options relating to managing a specific
project will be available.

When you first install the system, the three main tasks you will need to perform as the system
administrator are creating/editing projects, creating/editing users and then adding the users as members
of the various projects. These tasks typically need to be performed before any other users can use the
system, since there will be no logins or projects available other than the sample ones provided during the
installation.

Each of the individual administrative options is described in turn below:
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3.1. Projects

3.1.1. View/Edit Projects

The following screen is displayed when you choose the “View/Edit Projects” link from the Administration
sidebar navigation:

View | Edit Projects

The following projects have been created in the system. To edit an existing project, please click on the Edit’ link.
To create a new project, click on the [Add] button.

Project Name A ¥ Project Group 4 ¥ Creation Date 4'Y Active AT Project# A¥  Operations

| [ M B] - v] R[]
Legacy Application Exteral Projects 1-Dec-2005 No PRO00DOO4 > Select | Edit| Copy| Delete
Library Information System Internal Projects 1-Dec-2005 Yes PRO0000O1 > Select| Edit| Copy| Delete
Sample Application One Internal Projects 1-Dec-2005 Yes PRO00002 > Select | Edit| Copy| Delete
Sample Application Two External Projects 1-Dec-2005 Yes PRO00003 = Select | Edit| Copy| Delete

[= Filter |[~ Add ][~ Clear Filters |

This screen displays the list of projects in the system (both inactive and active) together with their project
group, date of creation and active status. Clicking on either the “Select” link in the right-hand column or
the name of the project will change the currently selected project to one clicked, and any project-specific
administration tasks will be applied to this project.

You can filter the list of projects by either choosing an active status, project group, or entering a portion of
the name or date into the appropriate text box. When you click the <Filter> button, the list of projects will
be filtered by the criteria you entered. You can clear the filter selection by clicking the <Clear Filters>
button. To sort the list of projects, just click on the appropriate arrow icon located in the header row of
each field (one each for ascending / descending) In addition, the list of projects is paginated into groups
of fifteen (15). You can step through the different pages by clicking the page numbers at the bottom of the
project list.

To permanently delete a project, you should click the “Delete” link to the right of the project details. This is
irreversible and will delete all the artifacts associated with the project. If you want to temporarily delete a
project, simply set its Active flag to ‘No’ instead. To make a copy of a project to reuse its test cases,
releases, test sets and requirements, simply click the “Copy” link to the right of the project. Note that this
will not make a copy of any historical information, test runs or incidents.

To add a new project to the system, simply click the <Add> button at the bottom of the project list, and a
new screen will be displayed that allows you to enter the new project information:

Add/Edit Project | New Project

<< Back To Project List

Please review the information listed below and make any changes if necessary.
Once you have finished, click [Update/Insert] to confirm them_

Project Name*: ‘ |

Description: |_Fm_ v‘ ‘_g‘ze_ v .;g.;g"]ji(;hl_mo
Project Group: ‘Dafauh Group v

Web Site: ‘

Template:™ @ Default O Based on Existing Project

Choose the default template will load the standard workflows and incident lists. Choosing an existing project as the
template will copy across that project’s custom properties, workflows and incident fields for use in the new project.

Active Project™: |Yes v

© Copyright 2006-2011, Inflectra Corporation Page 18 of 71 This document contains Inflectra proprietary information




You need to enter a name for the project (which cannot be the same as any already in use); select which
project group it belongs to and optionally enter a detailed description and/or web-site URL. You should
initially make sure that the project is marked as “Active”. In addition, you can choose to either use the
“default template” or to use an existing project as the template. Using an existing project as the template
will copy across the workflows, user membership, custom properties, document types, document folders,
data synchronization and other configuration settings that you want to reuse in the new project. Once you
are satisfied with the information, click the <Insert> button to actually create the new project.

In a similar way, to edit the details of an existing project, simply click the “Edit” hyperlink in the right hand
column of the project list box, and you will be taken to the following screen that allows you modify the
project details:

Add/Edit Project | Library Information System
<< Back To Project List

Please review the information listed below and make any changes if necessary.
Once you have finished, click [Update/Insert] to confirm them.

Project Name™: |Library|nfcrmalion System ‘

Description: |_|:m_ v‘ ‘—Sﬁe— v

Sample application that allows users to manage books. authors and lending records for a typical branch library

Project Group:* |Intemal Projects v
Web Site: |www libraryinformationsystem.org
Template:* Default Based on Existing Project

Choose the default template will load the standard workflows and incident lists. Choosing an existing project as the
template will copy across that project’s custom properties, workflows and incident fields for use in the new project.

Active Project’: |Yes v

On this screen you can edit the name, description, project group, website URL and active status. Once
you have made the necessary changes, click the <Update> button to commit them. If you decide that you
want to ignore the changes, click the <Cancel> button and the changes will be discarded.

3.1.2. Edit Project Groups

The following screen is displayed when you choose the “Edit Project Groups” link from the Administration
sidebar navigation:

Edit Project Groups

The following project groups have been created in the system. To edit an existing project group. please click on the "Edit’ link.
To create a new project group, click on the [Add] button

Project Group Name A ¥ Web Site 4 ¥ Default 4 ¥ Active &Y Group# AV Operations

| \ | [P ] [Av- v] pe[ |
Default Group Yes Yes PG000001 > Edit | Delete
External Projects No Yes PG000003 > Edit | Delete
Internal Projects http:/fwww libraryinformationsystem.org & Mo Yes PGO00002 = Edit | Delete

[* Fitter |[~ Add | [~ Clear Filters |

This screen displays the list of project groups in the system (both inactive and active) together with their
web site URL, date of creation and active status. Project Groups are used to relate projects that are in the
same department/division/organization or are for a common customer, client, etc. When projects are in
the same group, a user that is a member of the project group can see the special Project Group
Dashboard that displays key metrics from all the projects in the group combined. Also such users will
have observer-level access to the contained projects without needing to be explicitly added to each
project.
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You can filter the list of project groups by either choosing an active status, or entering a portion of the
name, web-site or date into the appropriate text box. When you click the <Filter> button, the list of project
groups will be filtered by the criteria you entered. You can clear the filter selection by clicking the <Clear
Filters> button. To sort the list of project groups, just click on the appropriate arrow icon located in the
header row of each field (one each for ascending / descending) In addition, the list of project groups is
paginated into groups of fifteen (15). You can step through the different pages by clicking the page
numbers at the bottom of the project list.

To permanently delete a project group, you should click the “Delete” link to the right of the project group
details. Any projects contained in the group will not be deleted, but instead just moved to the default
project group. There has to be at least one project group in the system at all times, so the project group
designated as the ‘default’ one will not be available for deletion.

To add a new project group to the system, simply click the <Add> button at the bottom of the project
group list, and a new screen will be displayed that allows you to enter the new project group information:

Edit Project Group | New Project Group
<< Back To Project Group List

Please review the information listed below and make any changes if necessary.
Once you have finished, click [Update/Insert] to confirm them.

Group Name*: | |

Description: ‘—Fam— Y| |—Size— Y| B UE== §EEE£§£_§|TE<§E‘—|:|<)
Web Site: |

Active™: Yes v

Default™: Na v

You need to enter a name for the project group and optionally enter a detailed description and/or web-site
URL. You should initially make sure that the project group is marked as “Active”. In addition, you can
choose to make this project group the default one (meaning that it cannot be deleted and projects get
added to it when their groups are deleted). Once you are satisfied with the information, click the <Insert>
button to actually create the new project group.

In a similar way, to edit the details of an existing project group, simply click the “Edit” hyperlink in the right
hand column of the project group list box, and you will be taken to the following screen that allows you
modify the project group details:

Edit Project Group | Internal Projects
=< Back To Project Group List

Please review the information listed below and make any changes if necessary.
Cnce you have finished, click [Update/Insert] to confirm them.

Group Name™: |InternaIPr0Jects ‘

E|HE| —=pOo@

Description” [~ Font - v| [S=- Y] BZU|E=

Contains the library project and sample application one

Web Site: |vmrw.library\nformationsystem.org
Active*: Yes v
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On the top part of this screen you can edit the name, description, website URL, active status and default
status. Once you have made the necessary changes, click the <Update> button to commit them. If you
decide that you want to ignore the changes, click the <Cancel> button and the changes will be discarded.

In addition, the lower part of the screen allows you to view/edit the users that are members of the group
and also see which projects are in the group:

a) Group User Membership

This tab allows you to see which users are members of the group and which group role they have:

User Membership Project List
v Full Name User Name Project Group Role
[ |FredBloggs fredbloggs |Gr0up Owwner ‘!’|
[ | System Administrator administrator |Gr0up Cwner Y|

[~ update |[» Add ][~ Delete

The two project group roles are “Executive” and “Group Owner”:

>» Executive — This role allows the user to see the dashboard for this project group, which contains
all the key metrics for the contained projects displayed in an aggregated manner. Please see the
SpiraTeam User Manual for more details on this dashboard. In addition, the user is automatically
granted ‘observer’ permissions for all the projects in the group.

» Group Owner — This role consists of all the permissions granted to the “Executive” role above,
but in additional allows the user to make changes to the Project Group itself in the Administration
section.

To change the role of an existing project group member, just change the role in the drop-down list and
click [Update]. To remove a member from the group, just select the appropriate checkboxes and click
[Delete]. Finally, to add a new user to the group, click on the [Add] button:

Add Project Group Membership | Internal Projects
== Back To Project Group Membership

The following users are NOT members of this project group.
Please select a role for the users you want to add to the project group and click [Add]:

First Name AY M AY Last Name A ¥ User Name A Y User# 4 ¥ Project Role
|l | | s |
Joe P Smith joesmith US000003 ‘—Select Role — V|

[* Fitter | [~ Clear Filters |[> Add |[~ Cancel |

You now should narrow down the list of users by entering filter criteria and clicking [Filter]. Once you have
located the appropriate user(s), just select a group role for them from the drop-down list and click [Add] to
add them to the group in the specified role.

b) Group Project List

This tab allows you to see the list of projects that are contained within the current group. Clicking on the
name of the project will take you to the details page for that project:

User Memberzhip Project List
Project Name Web Site Creation Date Active  Project#
Library Information System http:/fwwwi_libraryinformationsystem.org = 1-Dec-2004 Yes PRO0O00D1
Sample Application One http-/www_tempuri.org & 1-Dec-2005 Yes PROO0DOD2
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3.1.3. Planning Options

This screen is available for installations of SpiraPlan® and SpiraTeam® only (not SpiraTest®) and allows
you to configure the schedule and calendar options for the various project estimation and planning
modules. The settings are specific to each project:

Project Planning Options | Library Information System (Change Project)

The following schedule and calendar options are currently being used by this project. To change the settings,
just modify the values and then click [Update] to commit the changes.

Once you are happy with the changes, it is recommended you refresh the schedule and progress information in
the project through the Data Caching administration screen.

Work Hours Per Day:*
Work Days Per Week:*
Non-Working Hours Per Month:* l:l
Effort Calculations*: 7| Include Task Effort

Time Tracking™: /| Enabled For Tasks

Default Effort™: Requirements (Planned Effort)

Auto-Create Tasks:™ V| Create a new task when Requirement becomes ‘In-Progress’

¥| Include Incident Effort

| Enabled for Incidents

[60  |Tasks (Estimated Effort)

This page allows you to make changes to the following settings:

>

Work Hours Per Day — this setting allow you to specify how many work hours should be used
when converting an effort calculation from hours to calendar days. For example a 12 hour task
will occupy two days if you set the working hours per day to 6 hours, whereas the same task will
occupy 1 ¥ days only if you set the working hours per day to 8 hours.

Work Days Per Week — this setting allows you to specify how many days in the week are
typically worked on the project. By default the system assumes a 5-day (Mon-Fri) working week,
but if your organization works Saturdays (for example), you may want to switch to a 6-day
working week. If you want to use partial days, then just round up to the nearest day and add non-
working hours (see below) to compensate.

Non-Working Hours Per Month — this setting allows to specify how many non-working hours
typically need to be accounted for. This is useful if you want to have a working week that contains
a fractional number of days or if you have recurring activities that need to be removed from each
month. Note that if you have specific holidays, vacation days that need to be accounted for, it is
better to use the Release/lteration non-working time feature instead.

Effort Calculations — When calculating how much effort has been scheduled in a release or
iteration, the system will aggregate the individual effort values (both estimated and actual) for all
the task and incident artifacts associated with the release/iteration. This setting allows you to
specify if you want only task or incident effort values to be included in the release/iteration total.
This is useful if your project management methodology requires that incident effort values be
excluded from the total.

Time Tracking — SpiraTeam® has an integrated time tracking system that allows the easy entry
of the hours spent on all assigned incidents and tasks in one place (see the SpiraTeam User
Manual for more details on this feature). This setting allows administrators to specify if they want
the integrated time tracking features enabled for both incidents or tasks (or neither).
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>» Default Effort — Normally when you create a new Requirement or Task in the system it will be
given an empty initial estimated effort. However if many requirements or tasks are typically based
on a standard size, then as a time-saver, the system will let you specify a default estimated effort
that will be used when a new requirement or task is created.

» Auto-Create Tasks — When you change the status of a Requirement in the system to “In-
Progress” the system will automatically add a default Task to that requirement if no tasks already
exist. This is a useful shortcut that makes planning with requirements easier in the case when the
requirements are of a size where they don't need to be formally decomposed into multiple
developer tasks. However if you don’t want the system to automatically create tasks in, you can
deselect the option for the current project and it will turn off the feature.

3.1.4. Project History

This page displays a list, by default in chronological order, of changes made to items within the selected
project.

At this time, only changes made to Requirements, Tasks, Incidents, Test Cases, Test Steps, Test Sets,
Releases, and Automation Hosts are recorded. Certain changes are to these artifacts are not recorded,
such as location changes (indenting, outdenting), and comment additions.

Displaying 1 - 15 out of 15 items. Refresh | Apply Filter | Clear Filter
v ChangelD A ¥ Change Date AV Changed By A ¥ Artifact Type AV ArtifactID AV Change Type AV
| — I e " || S
27-May-2011 System Administrator | Incident 3 Deleted
27-May-2011 System Administrator | Incident 3 Modified
2-May-2006 Fred Bleggs Incident T Modified
2-May-2006 Fred Bloggs Requirement 4 Modified
2-May-2006 Fred Bleggs Test Step 3 Modified
2-May-2006 Fred Bloggs Release 1 Modified
2-May-2006 Fred Bleggs Test Case 2 Modified
&-Mar-2005 Fred Bleggs Incident T Modified
&-Mar-2005 Fred Bleggs Incident [ Modified
4-Mar-2005 Joe P Smith Incident T Modified
4-Mar-2005 Fred Bloggs Incident 53 Modified
4-Mar-2005 Joe P Smith Requirement 4 Modified
4-Mar-2005 Joe P Smith Test Step 3 Modified
4-Mar-2005 Joe P Smith Test Case 2 Modified
# 4-Mar-2005 Joe P Smith Release 1 Modified
Show rows per page Displaying page T of 1

There are a handful of change types recorded and displayed here:

e Modified: The most common, this means that one or more fields in this artifact were changed.
Note that if a standard field and a custom field were changed at the same time, it will generate
two separate entries, one for the standard fields, one for the custom fields.

e Added: This means that this artifact was added, created in the system, either by using the New
menu option or by copying. Pasting an item that was cut will not result in an Added entry being
created.

¢ Rollback: This items means that the artifact was rolled back to a specific event in the history.

o Deleted: This entry is created when an artifact is deleted from the system.
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e Undelete: This entry is created when an artifact was deleted and then undeleted, making it live in
the system again.

e Purged: This entry is created (and all other history items are removed) when a deleted artifact is
purged from the system. Purged items are removed from the database, and cannot be recovered.

Note: When upgrading from a version before v3.1, each individual field changed will be considered a
unigue change, due to how previous versions recorded history. However, as soon as the application is
upgraded, simultaneous changes will be grouped together based on their last-update date.

This screen allows the administrator several options:

e Viewing Details: The detail screen for each change set can be viewed by clicking on the change
ID #. This will take you to the history details screen, described below.

e Revert: This button will roll back all items in the list that are checked. You must have at least one
row checked to revert. See the section on reverting below.

e Purge All: This button will permanently purge all deleted items from the database. Once items are
purged, they cannot be restored.

3.1.4.1 History Details Screen
The history details screen displays information on the selected change set:

History Details | Library Information System (Change Project)

The details for this changeset are listed below.

| This artifact has been deleted. |

Change: 14 Change Date: 512712011 10:36:30 AM

User: System Administrator Change Type: Modified

Artifact: Incident [IN:3] Field Set: Standard Fields
Change Actions

Field Name 4 ¥ Old Value 4 ¥ New Value 4 ¥

Priority 2 - High

Severity 3 - Medium

Type Incident Enhancemeant

Detected By Fred Bloggs System Administrator

Detected Release 1010 1.0.1.0.0001

The History Details screen will show basic information as well as fields that were changed in this change
set. Shown here is the Change ID, the date and time that the change was made, the user that made the
change, the change type, the artifact affected, and the set of fields affected.

If a set of fields were affected (Standard or Custom), then the list of fields will be listed below. In the
example above, the change was a Modification, and 5 fields were changed. In other change types, no
fields will be displayed.

If the artifact is still available in the system, you can click the Artifact or click the ‘View Iltem’ button in the
toolbar to view the item as it is currently. However, if the item has been deleted, a warning label will be
displayed (as above in the example screenshot), the View Item links will be disabled, and a new option,
“Purge” will appear on the toolbar.
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3.1.4.2 Purging ltems

Items that have been deleted by any user still remain in the database, but do not affect statistics or
reports, and do not show up in reports and cannot be viewed. The artifacts are still in the database,
however, and can be restored by clicking on the Restore button in the toolbar.

Purging an individual item can only be done while viewing one of its history detail screens. Once an item
is purged, you will be taken back to the history list screen. All the previous history items for the artifact will
be removed, and replaced with a single “Purged” history item.

Items that are purged cannot be restored into the database, as unique identifiers will be wiped from the
database, so be sure that you are sure you want to purge an item before doing so.

You can purge all items in the project at once by clicking the “Purge All” button located on the History List
page. This will take some time depending on how many deleted items are in your database, and it is
recommended that the database files be compressed in SQL Management Studio afterwards to free up
space and compress clustered indexes.

3.1.4.3 Reverting Iltems

Reverting an artifact will attempt to reset all fields back to the selected change set, reverting all changes
made after the selected change set as well. In certain cases, the artifact will not be able to be reverted —
cases like this could be caused by other items having been deleted or purged. (For example, if
Requirement #1 was linked to Release #4, and that Release does not exist anymore.) In cases like this,
no fields will be reverted and the artifact will remain unchanged.

Reverting an item will cause it to be undeleted if it has been deleted.

You can revert multiple items from the History List page — however, the only items that can be reverted
back are Deletes and Modifications. All other types will be ignored. When selecting multiple items, you
can select more than a single change set for a specific artifact, the artifact will be rolled back to the
earliest change set selected.

3.1.5. Project Data Tools

This page contains several different data management tools that can be used to identify certain data
issues in the system and correct them. There are two main sections to this page — Data Caching and
Indentation Hierarchy:

Project Data Tools | Library Information System (Chanae Project)

In order to improve the performance of the application, SpiraTeam caches certain types of data. Sometimes after making changes to the underlying data, you might want to
refresh the cached information. Ta do that, click on one of the links below:

> Refresh the Test Status Information

> Refresh the Task Progress Information

> Correct Requirement Indents (Current status: OK)
> Correct Test Case Indents (Current status: OK)

a) Data Caching

In order to improve the performance of SpiraTeam®, certain types of project data are cached. If for any
reason you make changes to test cases, test runs or tasks in the system through the database, you may
need to update the cached values for test execution status and task progress that are displayed on the
requirements and releases pages. To refresh the execution status or task progress data, click on the
appropriate “Refresh” link illustrated above.

b) Indentation Hierarchy

The Requirement and Test Case pages use an “Indent” system for managing the hierarchy of information.
This allows requirements and test cases to be nested under parent items and be rapidly searched and
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filtered on. Sometimes if a move/copy operation is interrupted (due to a network outage, etc.) the
hierarchy may get corrupted. If so, you'll see a red Error message instead of the Green OK. If that

happens, just click on the appropriate “Correct...” hyperlink and the system will correct the indent levels
for you.

3.2. Users

3.2.1. View / Edit Users

The following screen is displayed when you choose the “View/Edit Users” link from the Administration
sidebar navigation:

View | Edit Users (Import Users From an LDAP Server)

The following users have been created in the system. To edit an existing user, please click on the "Edit’ link next to his/her name.
To create a new user either click on the [Add] button or choose the option to Import from an LDAP server.

First N\ame AY MIAY Last Name AV User Name AV Admin AV Active &Y User# AW Operations
| | ol | | | - V) [ v]us[ ]

Fred Bloggs fredbloggs No Yes Us000002 > Edit

Joe P Smith joesmith MNo Yes Us000003 > Edit

Roger o] Ramjet rogerramjet Mo No Us0oooo4 > Edit

System Administrator administrator Yes Yes Us000001 = Edit

[* Filter |[~ Add | [~ Clear Filters |

This screen displays the list of users in the system (both inactive and active) together with their first name,
middle initial, last name, username (login), administrative permission status and active status.

You can filter the list of users by either choosing an administrative / active status, or entering a portion of
the first name, middle initial, last name or username into the appropriate text box. When you click the
<Filter> button, the list of users will be filtered by the criteria you entered. You can clear the filter selection
by clicking the <Clear Filters> button. To sort the list of users, just click on the appropriate arrow icon
located in the header row of each field (one each for ascending / descending). In addition, the list of users
is paginated into groups of fifteen (15). You can step through the different pages by clicking the page
numbers at the bottom of the user list.

To add a new user to the system, simply click the <Add> button at the bottom of the user list, and a new
screen will be displayed that allows you to enter the new user information:

Add/Edit User | New User

Please review the information listed below and make any changes if necessary.
Once you have finished, click [Update/Insert] to confirm them.

First Name™: |Roger ‘
Middle Initial- |:|

Last Name™: |Smnh ‘
User Name*: |rsm\lh ‘

Department: | ‘

Email Address™:

|rsmnh@mycompamy.com

Emails Enabled:

System Administrator’: [, ¥

Active User*:

RSS Token: ¥/ Enable RSS Feeds
[14A9FF5AC-887D-46EE-B22B-75FBF4B6300C) | [» Generate New

Passwords & Security

New Password: ‘ ‘

Confirm Password: ‘ ‘
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On this screen, you can enter the name, email address and password for the new user. If you want the
user to be able to subscribe to items in the system as RSS feeds, you should also make sure that the
“Enable RSS Feeds” checkbox is selected and a GUID token is displayed in the text-box underneath.

In a similar way, to edit the details of an existing user, simply click the “Edit” hyperlink in the user list box,
and you will be taken to the following screen that allows you modify the user details:

Add/Edit User | Roger Smith

Please review the information listed below and make any changes if necessary.
Once you have finished, click [Update/Insert] to confirm them.

First Name*: |Roger |
Middle Initial: [ ]

Last Name*: [Smith |
User Name™: |rsmith |

Department: | |

Email Address*: |r9mith@mycompany.com |

Emails Enabled:

System Administrator®: [Ny ¥

Active User*:
RSS Token: J|Enable RSS Feeds

[{D7836D6D-4A4F-4DF1-9853-5497DBDAFO0F} | [* Generate New

Project Membership Passwords & Security Data Mapping

On this screen you can edit the first name, middle initial, last name, username, email address, system
administration status and active status. Once you have made the necessary changes, click the <Update>
button to commit them. If you decide that you want to ignore the changes, click the <Cancel> button and
the changes will be discarded.

In addition, there are three tabs that allow you to add/remove the user from projects, change the user’s
password and update the data-mapping used when synchronizing artifacts that are assigned or created
by the current user.

If you click on the “Project Membership” tab you will be shown a list of projects that the user is currently a
member of:

Project Membership Passwords & Security Data Mapping
v Project Name Active Project # Project Role
Library Information System Yes PRO00OOA Manager T|

|* Update |» Add || Delete |

You can change the role that the user has on the various projects, by simply choosing the appropriate
role from the drop-down list and then clicking [Update]. To remove the user from a project, simply select
its checkbox and then click [Delete]. To add a user to a new project, simply click on the [Add] button and
then choose the project and associated role from the list of projects on the screen that is displayed:
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Add User Project Membership | Roger Smith

== Back To User Details

The user is NOT a member of the following projects.
Please select a role for the projects you want to add this user to, then click [Add]:

Project Name Web Site Creation Date Active Project # Project Role

Legacy Application 1-Dec-2005 No PRO00004 |—Salec‘t Role — "|
Sample Application One 1-Dec-2005 Yes PRO00002 |_ Select Role — v|
Sample Application Two 1-Dec-2005 Yes PRO00003 |_ Select Role — Y|

Then click [Add] to add the selected project(s) to the user’s project membership.

To change the user’s password (if the user is managed by SpiraTeam) or LDAP information (if managed
by an external LDAP directory server), click on the “Passwords and Security” tab:

Project Membership Passwords & Security Diata Mapping

LDAP Managed User
LDAP DM:

Change Password

On this tab you can either update a user’s password or their LDAP Distinguished Name (DN). You can
also use this screen to switch a user from LDAP-Managed mode to SpiraTeam-Managed mode.

In LDAP-Managed mode you enter the fully Distinguished Name (DN) for that user in your corporate
LDAP server and provide no password. SpiraTeam® will then query your corporate LDAP server for the
password information, reducing the number of passwords that a user needs to remember. Please see the
sections on “Importing LDAP Users” and “LDAP Configuration” for more detalils.

To view/change the list of usernames that a user has in an external bug-tracking system, click on the
“Data Mapping” tab. This section is used by the SpiraTeam data-synchronization service to map incidents
from SpiraTeam to other bug-tracking systems

Project Membership Passwords & Security Data Mapping

BugzillaDataSync 1D:

FogBugzDataSync ID:

JiraDataSync ID:

MsTfsData Sync 1D:

Please see the SpiraTeam External Bug-Tracking Integration Guide for more details on using the data-
mapping tab.

3.2.1.1. Importing LDAP Users

If your organization already has an LDAP compatible user management system in place (e.g. Windows
Active Directory, Novell eDirectory, OpenLDAP, IBM Tivoli, etc.), then instead of having to manually enter
users one by one into SpiraTeam®, you can simply import them from your LDAP Server. Before doing
this however, you need to first setup the LDAP configuration (see the section on LDAP Configuration
below.
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Once you have setup your LDAP server configuration in SpiraTeam®, clicking on the “Import Users From
and LDAP Server” will bring up the following screen:

Import Users from LDAP Server
<= Back To User List

Using the current LDAP configuration, the following new users are available for import into SpiraTeam.
Please mark the ones you'd like to import then click the [Import] button:

+ Common Name AY Login A¥  FirstName 4 ¥ Middle Initial A¥ Last Name &Y Email Address 4 ¥ Distinguished Name
O || I I || I
[ Henry Ford henryford Henry Ford CN=Henry Ford, CN=Users,CN=SpiraTest,O=Inflectra, C=US
[  MigelMansell nigelmansell | Nigel R Q Mansell nmansell@spiratest.com | CN=NigelMansell, CN=Users CN=SpiraTest O=Inflectra, C=US
[]  sysadmin sysadmin sysadmin@spiratest.com | CN=sysadmin.CN=Users,CN=SpiraTest O=Inflectra.C=US

[* Filter ][~ Clear Filters |[~ Import |[+ Cancel |

This screen lists all the users available in the LDAP server that have not been already imported into
SpiraTeam®. The users are listed by name along with their login, email address and fully distinguished
LDAP name (DN). You can narrow down the list by entering partial name matches in any of the fields
displayed and clicking [Filter] and/or you can sort the results by clicking on the directional arrows in the
field headings.

Select the checkbox of any users you want to import and click <Import> to complete the operation. These
users can now login to SpiraTeam® and use their existing LDAP login and password information.

3.2.2. Project Membership

The following screen is displayed when you choose the “Project Membership” link from the Administration
sidebar navigation:

Project Membership | Library Information System (Change Project)

The following users are members of this project. To change their role, just select the value in the dropdown and click Update.
To add a new user to the project, click [Add]. To remove existing users, select their checkboxes and click [Delete].

v Full Name User Name Project Role

[] | Fred Bloggs fredbloggs |Manager v|
[ | JoeP Smith joesmith |0bsewer v|
[ | System Administrator administrator |Projed Owner ‘r|

[> update |[~ Add ][ Delete |

This screen displays the name of the current project together with a list of all the users who are currently
members of the project along with their currently assigned project role. If you want to modify the
membership for a different project, simply click the “Change Project” link to be taken back to View/Edit
Projects screen where you can select a different project.

To modify the role of a user assigned to the project, simply change the role for that user’s entry in the
drop-down menu and click the <Update> button. To remove a user from the project, simply check the box
to the left of the user’'s name and click the <Delete> button. Note that this only removes them from the
project, not the entire system.

To add a user to the project, so that can access its information, simply click the <Add> button and you will
be taken to the following screen that lists all the users in the system that are not currently members of the
project:
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Add Project Membership | Sample Application Two (Change Project)
<< Back To Project Membership

The following users are NOT members of this project.
Please select a role for the users you want to add to the project and click [Add]:

First Name AY M AY Last Name AV User Name 4V User# 4V Project Role

| \ | | us| |
Fred Bloggs fredbloggs US000002 |Pr\:|jecl Crwner V|
Joe P Smith joesmith US000003 |Tes|er V|
Roger Q Rarnjet rogerramjet US000004 |— Select Role — v |

[» Fitter |[» Clear Filters ][> Add |[» cancel |

You now should narrow down the list of users by entering filter criteria and clicking [Filter]; you can also
sort the results to make viewing easier. Once you have located the appropriate user(s), just select a
project role for them from the drop-down list and click [Add] to add them to the project in the specified
role.

3.2.3. Active Sessions

Often an administrator of the system will want to know how many users are currently logged into the
system, especially on installations licensed by concurrent-user. Clicking on the ‘Active User Sessions’
administration option will display a list of all the users who currently have active sessions in the system:

Active User Sessions

The following users currently have active sessions on this instance of SpiraTeam:

First Name Last Name User Name Session 1D Interface Last Logon User # Operations
Fred Bloggs fredbloggs izyb2b55ngmyggb45gfc2mmas Web Application 1/14/2010 12:16:52 PM US000002 | End Session
System Administrator administrator 33jfkerowddgwz45r1d5aa3l Web Application 1/14/2010 11:56:33 AM Us000001 End Session

To end a user's session, please click on the appropriate 'End Session’ link above.

Each user is displayed along with their user ID, whether they're connected through the application or via a
third-party add-on, and the date they last logged-in. The administrator is able to forcibly end a user’s
session using the ‘End Session’ link to the right of their name. Clicking this link will result in that user
being logged out when they try and perform an operation in the system. Warning: You should make
sure that the user is not actively using the system to prevent any unsaved data being lost.

3.2.4. View / Edit Roles
There are six (6) default project roles that a user may be assigned to a project with:

» Project Owner —the same rights as a Manager, but in addition can access the project
administration tools

» Manager — can see all screens and add/edit all artifacts, but cannot access project administration
tools

» Developer — can see all screens, but can only add/edit incidents, tasks and tests and change
requirement coverage

» Tester — can see all screens, but can only add/edit incidents and execute tests. Note: cannot
delete incidents, only a Manager can do that.

Observer — can see all screens, but cannot perform any write operations (insert / update / delete)

Incident User — can only view and edit incidents. This user cannot even see the project’s
requirements, tasks, test cases or releases.

Note: The System Administrator is automatically added to every project as a Project Owner, and can
never be removed as Project Owner, made inactive or made a different role on the project.

© Copyright 2006-2011, Inflectra Corporation Page 30 of 71 This document contains Inflectra proprietary information




You can make changes to the permissions associated with each of these default roles, and also create as
many additional roles as you like. To customize the roles in your installation of SpiraTeam®, simply click
on the “View / Edit Roles” link in the Administration sidebar navigation:

View | Edit Roles
Role Name Description Active Role # Operations
Project Owner | Can see all screens. create/modify all artifacts, and can access the project administration tools Yes RX000001  Edit |
Manager Can see all screens and create/maodify all artifacts, but cannot access project administration tools Yes RX000002 | Edit |
Developer Can see all screens, but can only create/modify incidents and tests and change requirement coverage Yes RX000003  Edit |
Tester Can see all screens, but can only create/modify incidents and execute tests. Mote: cannot delete existing incidents Yes RX000004 | Edit |
Observer Can see all screens, but cannot perform any write operations (create / modify / delete) Yes RX000005  Edit |
Incident User | Can only create/modify/view incidents. This role cannot see a project’s requirements, test cases or releases. Yes RX000006 | Edit |

The screen lists all of the roles currently configured in the system (both active and inactive) together with
the name, description, and an active flag. You can create new roles by clicking the <Add> button which
will create a new default role entry in the list. You can edit the name, description and associated
permissions of a role by clicking on the appropriate “Edit” link. You can delete an existing role, by clicking
the “Delete” link. Note that you cannot delete any of the default roles, but can instead make them inactive.

Clicking on the edit link will take you to the following screen:

View ! Edit Role | Tester

FPlease review the information listed below and make any changes if necessary.
Once you have finished, click [Update] to confirm them.

Role Name*: |Teste|’

Description: Can see all screens, but can only create/modify incidents and execute
tests. Mote: cannot delete existing incidents

Project Admin™: Mo -
Active

Artifact Permissions

This role can perform the following operations on the various artifacts:

Artifact Create Modify Delete View
Requirement ]
Test Case il
Incident ¥ ¥ ¥
Release 7
Test Run 7 7
Task

Test Step ]
Test Set ]

Mote: For Test Runs. changing the Modify, Delete and View permissions will not have any affect on the system.

You can edit the name, description, project admin and active flags, and also specify the specific artifact-
level permissions associated with the role. The project admin flag denotes whether this role has
administration-level access to the project (for example the project owner role has this set by default). The
other permissions allow you to specify if a user can create, modify, delete or view each of the artifacts in
the system. If a user does not have view permissions for the artifact, then the corresponding tab in the
system will also be disabled.

Note: The permission needed to execute a test case is the “Create + Test Run” permission since that
initiates the creation of a new test run.
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3.3. Incidents

In addition to being able to create custom properties and values for incidents (same as for all artifacts in
SpiraTeam®), you can also change the values populated in many of the standard fields used in the
incident tracker — types, statuses, priorities and severities. The process for changing each of these is
described below:

3.3.1. Edit Types

The following screen is displayed when you choose the “Edit Types” link from the Incidents section of the
administration sidebar:

Edit Incident Types | Sample Application One (Change Project)

Type # Display Name Associated Workflow Issue Risk Default Active

1000009 [incident | [Default Workflow_~ | O
m000010  [Bug | [Default Workiow_~ |
1000011 | [Enhancement | Defaul Workilow v
000012 | [1ssue | [DefautWorkow_~| | @
M000013  [Training | [Default Workiow_~ |
IT000014  [Limitation | Default Workflow =
IT000016 | [Change Request | Default Workflow _~
m000016  [Risk | [Default Workiow _~ | 7

The screen displays a list of all the defined incident types for the current project. By default the screen will
be populated with the standard SpiraTeam® incident types. To edit an existing incident type, simply
change the name, associated workflow, issue check-box, risk check-box, set a default type and/or change
the active flag then click <Update>.

You can't delete an existing incident type, but to prevent it appearing in any drop-down-lists, all you need
to do is change its active flag to “No” and click <Update>. To add a new incident type, click the <Add>
button and a new row will be added to the list which you can now edit.

The associated workflow drop-down list allows you to specify which workflow the incident type will follow.
This is a very powerful feature since it allows you to configure different workflows for different incident
types; i.e. a bug may follow a workflow geared to identification and resolution, whereas a risk may only
need a much simpler set of steps and actions.

The issue and risk check-boxes allow you to specify if the incident type is an issue or risk-type, which
means it is would be eligible for display in the issue or risk section of the project home page respectively.
The default radio button allows you to specify which incident type should be the default for newly created
incidents. This is the type that a new incident will be set to unless changed by the creator of the incident.
Note that you must have at least one active incident type, and you cannot set an inactive type as the
default.

3.3.2. Edit Statuses

The following screen is displayed when you choose the “Edit Statuses” link from the Incidents section of
the administration sidebar:
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Edit Incident Statuses | Sample Application One (Change Project)

Status # Display Name Open Default Active

15000009 |New | 7 0
15000010 [Open | 7
1S000011  [Assigned | 7
19000012 | [Resolved |
15000013 [Closed |
18000014 | [NotReproducible |
15000015 [Duplicate |
1S000016  [Reopen | 7 No

The screen displays a list of all the defined incident statuses for the current project. By default the screen
will be populated with the standard SpiraTeam® incident statuses. To edit an existing incident status,
simply change the name, open check-box, set it as the default status and/or change the active flag then
click <Update>.

You can't delete an existing incident status, but to prevent it appearing in any drop-down-lists, all you
need to do is change its active flag to “No” and click <Update>. To add a new incident status, click the
<Add> button and a new row will be added to the list which you can now edit.

The open check-box allow you to specify if the incident status should be considered open or not, which
means it is would be eligible for display in the various sections of the user's home page and the project
home page that list open incidents. The default radio button allows you to specify which incident status
should be the default for newly created incidents. This is the status that a new incident will be set to when
first created, and acts as the first step in the incident workflow. Note that you must have at least one
active incident status, and you cannot set an inactive status as the default.

3.3.3. Edit Priorities

The following screen is displayed when you choose the “Edit Priorities” link from the Incidents section of
the administration sidebar:

Edit Incident Priorities | Sample Application One (Change Project)

Priority #  Display Name Color Active
IP000005  [1 - Critical | #u7s7 |
IPO0000 | [2- High | #leess |
IP000007  [3- Medium | #lmdss7 |
IP000008 [ Low | #lupss |

The screen displays a list of all the defined incident priorities for the current project. By default the screen
will be populated with the standard SpiraTeam® incident priorities. To edit an existing incident priority,
simply change the name, color and/or change the active flag then click <Update>. Note that you can
either enter the hexadecimal RRGGBB code for the color or use the pop-up color picker.

You can't delete an existing incident priority, but to prevent it appearing in any drop-down-lists, all you
need to do is change its active flag to “No” and click <Update>. To add a new incident priority, click the
<Add> button and a new row will be added to the list which you can now edit.
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3.3.4. Edit Severities

The following screen is displayed when you choose the “Edit Severities” link from the Incidents section of
the administration sidebar:

Edit Incident Severities | (Change Project)

Severity #  Display Name Color Active
V000005 [1 - critical ¢[7457 |
[Yes ~]

V000007 [3-Medium #[mass7 | [Yes -]
T - T

|

V000006 [2-High | #[roess | [Yes -]
|
|

V000008 | [4-Low

The screen displays a list of all the defined incident severities for the current project. By default the
screen will be populated with the standard SpiraTeam® incident severities. To edit an existing incident
severity, simply change the name, color and/or change the active flag then click <Update>. Note that you
can either enter the hexadecimal RRGGBB code for the color or use the pop-up color picker.

You can't delete an existing incident severity, but to prevent it appearing in any drop-down-lists, all you
need to do is change its active flag to “No” and click <Update>. To add a new incident severity, click the
<Add> button and a new row will be added to the list which you can now edit.

3.4. Workflows

Clicking on the “Edit Workflows” link in the Administration sidebar navigation brings up the list of defined
incident workflows for the current project. A workflow is a predefined sequence of incident statuses linked
together by “workflow transitions” to enable a newly created incident to be reviewed, prioritized, assigned,
resolved and closed, as well as to handle exception cases such as the case of a duplicate or non-
reproducible incident. The workflow list screen for a sample project is illustrated below:

Edit Incident Workflows | Sample Application One (Change Project)

Workflow Name Default Notify  Active Workflow # Operations
|Default Workflow | o WKO000002 | Steps | Copy | Delete
[Copy of Default Workflow | WKO000005 | Steps | Copy | Delete

To modify the name, default status, notify and/or active flags, simply change the values in the appropriate
text-box, radio-button, check-box or drop-down list and click the <Update> button. To add a new
workflow, simply click the <Add> button and a new workflow will be created with the standard
SpiraTeam® steps and transitions.

You can have as many workflows as you like in a project, but only one can be marked as the default.
Each incident type is assigned to a workflow; this allows you to have different incident types follow
different paths from creation of closure. However when a new incident type is created, it will be initially
associated with the project’s default workflow. The steps and transitions that make up the default
workflow are illustrated in the diagram below:
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The notify flag is used to tell SpiraTeam® whether that particular workflow should have email notifications
turned on or off. You define what transitions and which recipients should receive the emails in the
workflow transition editor (see below), but you can globally turn on/off notifications here as well. This is
useful if you find that the notifications are becoming an annoyance, or if the email server is unavailable for
a period of time.

Note: You can only assign an active workflow to an incident type, and similarly you cannot make a
workflow inactive that is currently linked to an incident type. This is important as all incident types need to
be linked to an active workflow at all times.

3.4.1. Edit Workflow Details

Clicking on the <Steps> button of an inactive workflow brings up the following screen that lists all the
workflow steps and workflow transitions that comprise the workflow:

View/Edit Workflow Steps | Copy of Default Workflow (Change Project)
<< Back to Workflow List

This displays all the incident status steps for this particular workflow:

Step Name Transitions Status # Operations
Assigned Duplicate Incident (Delete) 1S000011 Add Transition

>> Duplicate

Resolve Incident (Delete)
= Resolved

Unable to Repraduce (Delete)
»> Not Reproducible

Closed Reopen Incident (Delete) 15000013 Add Transition
>> Reopen

Duplicate Reopen Incident (Delete) 15000015 Add Transition
=> Reopen

Mew (Default) Assign Incident (Delete) 1S000009 Add Transition
=> Assigned
Review Incident (Delete)
=> Open

Not Reproducible Reopen Incident (Delete) 15000014 Add Transition
»> Reopen

Open Assign Incident (Delete) 15000010 Add Transition

>> Assigned

Duplicate Incident (Delete)
=> Duplicate

This page lists in the left-most column all the various incident statuses defined for the project. The next
column lists all the possible transitions that can occur from that status. In addition, with each transition is
listed the name of the resulting destination status that the transition leads to. E.g. from the assigned
status, depending on your role (see later) you can move the incident to either duplicate, resolves or not-
reproducible depending on which transition the user takes.

Clicking on the name of a step or transition takes you to the appropriate details page (see below) where
you can set the properties of the step or transition respectively. To delete an existing transition, simply
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click the <Delete> button after the transition name, and to add a new transition, click the <Add Transition>
button in the Operations column.

3.4.2. Edit Workflow Transition

When you click on the transition name link from the previous screen, you are taken to the workflow
transition details screen:

View/Edit Workflow Transition | Resolve Incident (\WT76)
=< Back to Workflow Steps List

Assigned (1511) | = | Resolve Incident (WT76) | = ‘ Resolved (I1S12)

Conditions

The following users / roles are allowed to execute this transition:

Condition Type Condition Data

The detector of this Incident can execute: Mo -

The owner of this Incident can execute

Users with the specified roles can execute: Project Owner:
Manager

Developer
Tester
Observer

Incident User

Motifications

The following users / roles are notified by email when this transition is executed:

MNotification Type Notification Data
The detector of this Incident is notified
The owner of this Incident is notified:

The top part of the screen is the “workflow browser” which illustrates how the transition relates to the
workflow as a whole. It displays the current transition in the middle, with the originating and destination
steps listed to either side. Clicking on either incident status name will take you to the appropriate workflow
step details page. This allows you to click through the whole workflow from start to finish without having to
return to the workflow details page.

Each transition has a series of conditions which need to be satisfied for a user to actually execute the
transition (i.e. move the incident from the originating status to the destination status) and a set of
notification rules that allow you to specify who should get an email notification if the transition is executed.
Both the conditions and notifications allow you to set three types of user role:

» The detector of the incident can be allowed to execute the transition, and/or be notified when the
transition occurs. For example, when an incident is marked as Resolved, the detector should be
the only one who's allowed to move it to Closed. Similarly when an incident is moved from
Assigned to Resolved, the detector should probably be notified so that he knows to log in and
verify that it has been resolved satisfactorily.

» The owner of the incident can be allowed to execute the transition, and/or be notified when the
transition occurs. For example, when an incident is marked as Assigned, the assigned owner
should be the only one who's allowed to move it to Resolved. Similarly when an incident is moved
from Open to Assigned, the owner should probably be notified so that he knows to log in and
begin resolving the incident.

>» A user with a specified role can be allowed to execute the transition, and/or be notified when the
transition occurs regardless of whether they are the detector or owner. For example a user with
role “Manager” might want the power to close all incidents regardless of ownership status, and
might also want to be notified when any incident is marked as Not-Reproducible.
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You can set any of these conditions by changing the drop-down list and/or check-boxes and clicking
the appropriate <Update> button.

3.4.3. Edit Workflow Step

When you click on the incident status name link from either of the previous screens, you are taken to the
workflow step details screen:

View/Edit Workflow Step | Assigned (1511)

=< Back to Workflow Steps List

| Assign Incident (WTES) | = = | Duplicate Incident (WVWT70)

| Assign Incident (WTEE)

= | Assigned (1511) | = | Resaolve Incident (WTTE) |

| Assign Incident (WWTET) | = = | Unable to Reproduce (WTB0)

Incident Fields

The following Incident fields are active/required at this step in the workflow:
Field Name Active Required
Closed On
Detected Release
Type

Detected By
Owned By
Priority
Resolution

Resolved Release

99 LR E

Severty

Verified Release

The top part of the screen is the “workflow browser” which illustrates how the step relates to the workflow
as a whole. It displays the current incident status in the middle, with the possible originating and
destination transitions listed to either side. Clicking on either workflow transition name will take you to the
appropriate workflow transition details page. This allows you to click through the whole workflow from
start to finish without having to return to the workflow details page.

This page allows you to define the behavior of the various incident fields (i.e. those that are a standard
part of SpiraTeam® such as Priority) and incident custom properties for this particular step in the
workflow. You can set each of the fields/custom properties as being active and/or required for each step
in the workflow. Note that you cannot set a field/property as being required and inactive since this would
prevent a user from ever updating the incident. For example, when an incident is in the New status, you
might make the owner field inactive (since a detector shouldn’t need to know who will ultimately own it),
when it gets to the Open status, you might make the field active, and when it gets to the Assigned status,
you might make it active and required. This allows you to tailor the information gathered to the
appropriate place in the workflow.

To actually make these changes, all you need to do is select the appropriate checkboxes in the list of
fields and custom properties and click the corresponding <Update> button.

3.5. Notifications

This section allows the administrator and project owner to configure email server configuration, email
notification content, and when natifications are sent. Server configuration and artifact templates can only
be changed by the system Administrator. However, notification events can be configured by the project
owner.
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3.5.1 Email Configuration

The Email Configuration page is split into two sections. The first section covers email notification details,
and the second section configures how email from the application is sent.

Email Configuration

By default, SpiraTeam will use the default IS SMTP Virtual Server to send outgoing email notifications to users in the system.
However, it can also be configured to send emails through an external SMTP server directly.

This page allows you to change these mail server settings as well as specify the URL that is used to access SpiraTeam when
clicking on a hyperlink in an email notification:

E-Mail Notifications Active?

If disabled, SpiraTeam will not send out any messages.

Web Server URL*: |hrtp:fflocalhost,.fSpiraTeam

The base URL used to access SpiraTeam (e.g. http.//myserver/'SpiraTeam)

From E-Mail Address™: |administrator@mycompany.com

The address that emails will be sent from. Replies to this address will not be monitored.

Reply-To E-Mail Address:

The Reply-To field that emails sent will contain. Blank will leave header field blank in messages.
Send HTML Emails?
If enabled, emails will be sent cut in HTML. Otherwise, plain text.
Allow Users Control of Receiving
Emails? If enabled, users will be given the cption to deny receiving emails from the system.
e Email Notifications Active? — Defaults to Yes. If changed to No, the system will not send out
any emails, regardless of other settings. Note that this means that new user requests will not get
sent either.

e Web Server URL — This is the URL that your users use to access the system. Do not put the
/Login.aspx or any other page here, as this URL is used to generate links to pages in the
application.

e From Email Address — This is the email address specified in the ‘From:’ field of email
notifications sent from the application.

e Reply-To Email Address — This is the address specified in the ‘ReplyTo:’ field for notification
emails sent from the application.

e Send HTML Emails? — Defaults to Yes. This option specifies whether HTML or Plain-Text emails
are sent from the system.

e Allow Users Control of Receiving Emails? — Defaults to Yes. This specifies whether or not a
user can modify their profile to not receive any emails from the system. If set to no, users’
preference will be enabled and locked out.
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Mail Server
Please leave all the following fields empty if you want to use the default IS SMTP Virtual Server:

Host Name: |
The SMTP heost name of your mail server.

Port Number:
The SMTP port number to use. Blank to use default of 25.

S5L Connection: Na v

User Name: | |
If your SMTP requires authentication, this is your username.

Password: | |

If your SMTP regquires authentication, this is your password.
= Update

To use the internal IIS’s default virtual SMTP server, leave all fields blank. The virtual server must then be
configured to use proper SMTP server and network configuration. If you want the application to contact
an SMTP server directly, use the following fields:

e Host Name — This is the SMTP server to connect to.
e Port Number — This is the port number to use, blank uses the default port 25.

e SSL Connection — Whether or not to use an SSL connection with the server. Be sure that the
SMTP server’'s SSL certificate is trusted on the application server.

e User Name — When using an authentication method, this is the username to log in as.
e Password — When using an authentication method, this is the password to use.
Example settings for connecting to Gmail/Google Mail for sending natifications:
« Host Name: smtp.gmail.com
< Port Number: 587
% SSL Connection: Yes
< User Name: <account>@gmail.com

< Password: <account password>

3.5.2 Notification Templates
Notification templates are used by notification events, and are defined system-wide for each artifact type.
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Notification Templates

Here you can specify the e-mail notification templates sent out for
each Artifact type. To edit the template, select the Edit Template
link.

To send a test e-mail using the template, select the Test Template
link. The test e-mail will be sent using the first item in the project.

Artifact Type Prefix Operations
Requirement RQ Edit | Test
Test Case TC Edit | Test
Incident " Edit | Test
Task TK Edit | Test
Test Set X Edit | Test

To edit a template, click the Edit link. To send a test email notification to yourself using the specified
template, click the Test link.

Clicking the Edit link will take you to a page similar to the following. Depending on the artifact type you
selected, the list of available fields will vary.

Notification Templates | Return to Template List

The template below will be sent whenever an event is matched for an artifact Requirement. Tokens in the template will be substituted when
an e-mail is set. Otherwise, the template will be sent as-is to assigned users and roles.

[~ Fort - v] B B7U|ESE|EiEEE|TEs| —=pOo@

${Product) =
Requirement: ${Name} (${Projectame})

[5{Description}

“. : . ' ; ; 1 3

The following are all available tokens for Requirements and their meanings. Tokens not in this list will be taken out of the final message.
Click on a token to insert it into the current cursor position in the editor above.

HAuthor} The name of the Author HComments} Currently not used.
5{Description} Descriptive text 5{EventMame} The name of the event that fired the
notification.

HID#} The ID# of the item. E{mportance} The current Importance

H{Mame} Name of the Requirement B{MotifyTo} The notification receiver's name.

${Owner} The name of the Owner §{PlannedEffort} Planned effort in HH:MM

H{Product} The name of the application. 5{ProjectMName]} The name of the project.

H{Release} 5{Scopelevel} The current Status

${TaskActualEffort} Assigned Task's actual effort in §{TaskEstimatedEffort} Assigned Task's planned effort in HH:MM
HH:MM

${TaskProjectedEffort} | Assigned Task’s projected effort 5{TaskRemainingEffort} | Assigned Task's remaining effort

HURL} URL to link to artifact.

On this screen you are presented with the same rich text editor available elsewhere in the application.
Displayed in it is the current template (with template tags showing) for the artifact. Template tags start
with a $ (dollar sign) and then a string name enclosed in () parentheses. When email notifications are
sent, tokens will be replaced with specific information from the artifact that the notification is being sent
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for. Invalid tokens will be stripped from the template text. Clicking a token in the list will insert it in the
current position in the textbox for easy selecting and editing.

If HTML notifications are disabled, the template will be converted to plain text before sending.

When finished, click the update button to save your new template. The new template will take effect
immediately.

3.5.3 Notification Events

The Notification Events section is where project managers can set up when and to whom notifications are
sent out to users of the system. Clicking on the Notification Event link will present you with a list of all
events defined for the current project:

Notification Events | Sample Application Two (Change Project)

The following notification events have been defined for this project. To activate or deactivate an event or change assigned
fields or users, click the 'Edit’ link.

Event Name Artifact On Creation? Active?  Operations

Incident: Newly Created Incident Yes Yes Edit | Delete
Incident: Owner Assigned Incident Mo Yes Edit | Delete
Requirement: Newly Created Requirement Yes Yes Edit | Delete
Requirement: Owner Assigned / Importance Requirement Mo Yes Edit | Delete
Test Case: Executed Test Case Mo Yes Edit | Delete
Task: Mewly Created Task Yes Yes Edit | Delete
Task: Owner or Priority Changed Task Mo Yes Edit | Delete
Test Set: Newly Created Test Set Yes Yes Edit | Delete
Test Set: Execution Changed Test Set Mo Yes Edit | Delete

MNote that these events do not override nor cancel any notifications configured for Incident Workflows. To adjust settings
based on Incident Status changes and workflow steps, please go to the View/Edit Workflow page.
»> Go to Edit Workflows

Note: These events can handle all changes to any of the artifacts except changes handled by Status
changes to Incidents. Incident status changes are handled through the Workflow configuration.

When clicking on the Edit link or Add button, you will be presented with the event details screen:
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Notification Event Details | Incident: Owner Assigned

== Back to Notification Event List

Event details are listed below. You can edit the fields and users and wither or not this event is fired on creation, but once created the
Artifact Type cannot be changed.
Once finished, click [Update] or [Insert] to save your changes.

Event Name: |Incident Cwner Assigned

Artifact Type:

This event will be attached to this artifact type.
O Creation?

‘Whether this event is fired on a new artifact creation.
‘Whether this event is active or not.

Subject Line: |${Product} - Incident ${ID#} has been assigned to you. |

The subject-line of the e-mail notificaticn. Tokens used in the email template can be
used in the subject line.

The top section defines general configuration items for the event:
e Event Name: used to name the event, only used for administrative purposes.

e Artifact Type: The artifact type this event is attached to. Once an event is created, the artifact
type cannot be changed.

e On Creation? If set to yes, this event will fire when an artifact is created, as well as when any
configured fields are changed.

o Active? If set to yes, this event is active and will send notifications when configured fields are
modified.

e Subject Line: The subject line of the notification email.

The Artifact Fields will let you configure which fields will cause this notification to send an email
notification:

Artifact Fields:

This event will be active if any of the selected fields are changed.

Field Notify On Change?
Severity

Priarity

Type

Detected By

Cwned By ]
Detected Release

Resaolved Release

Verified Release

Mame

Selected fields are treated in an OR-based query, so that if you have two or more fields checked for an
event, the event will send a notification if either of the two fields are changed. Depending on the artifact
type configured above, the available fields will vary.
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The last section is the configuration of whom to send the notifications to:

Users and Project Roles:
When a selected field is changed, the following users or roles will be notified.

User / Project Role Enabled?
Artifact Opener or Creator:
Artifact Owner: v
Project Roles:
Project Owner: )
Manager:
Developer:
Tester:
Cbserver:

Incident User:

If a user belongs to more than one group or they have manually signed up to receive notifications to any
changes in the artifact, they will only receive one notification for the artifact change.

3.6. Documents

SpiraTeam® includes a built-in web-based document management system that allows you to upload and
share documents between project team members. These documents are stored in folders, categorized by
a series of user-defined meta-tags and can also be associated with other artifacts in the system (e.g.
requirements, incidents, etc.).

The set of administrative options located under the “Documents” heading allow the Project Owner to
configure how the documents are organized in their particular project.

3.6.1. Edit Document Types

When users upload documents into a SpiraTeam project, they are required to specify the type of
document that is being uploaded. The list of document types is configurable by the Project Owner for
each individual project.

When you click on Documents > Edit Types, you can edit the list of types available:
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Edit Document Types | Library Information System (Change Project)
The following document types have been created in this project. Please make any changes and click [Add] or [Update].
To remove an existing document type just make it inactive by setting its Active flag to No.
Document Type # Name* Description Default® Active®
DT000001 IDefauIt | |The default document type for a project _ O No ¥
DT000002 lFuncIionaI Specification | |Funt:1mnal specification for the system. Can be performance orfeatu| ® |Yes ¥
DT000003 |Screen Shot | | © Yes ¥
DT000004 [Stack Trace || |l © ([ves ¥
DT000005 [UML Diagram || [UML documents such as sequence diagram, state diagram. use-ca  ©  [ves ¥
DT000006 [Screen Layout | | O |[=_v]

[+ Update |[+ Add |

By default, each project will be created with a single document type called ‘Default’. You can add
additional document types and/or change the name of the ones already created. If you decide that you no
longer want to use a specific document type, you can set its active flag to “No”.

The only requirement is that each project needs to have at least one active document type available, and
that there is one active type designated as the default type. The default type is the option that will be
initially selected when a user uploads a file / URL to the project.

3.6.2. Edit Document Folders

In addition to associating the documents in the system with a “document type”, they can also be
organized into a hierarchy of folders. Clicking on Documents > Edit Folders allows the Project Owner to
create / modify the folder structure into which users can upload the documents for sharing and
collaboration:

Edit Document Folders | Library Information System (Change Project)
The following docurnent folder have been created in this project. Please click on the link to edit an existing folder, or click on the
[Add] button to create a new folder in the project:
Document Folder # Hame Operations
DFO00001 Root Faolder = Edit | Delete
DF00000T Design Documents > Edit | Delete
DFO0DO0E Misc Documents > Edit | Delete
DFO00003 Screen Captures = Edit | Delete
DFO0QO02 Specifications > Edit | Delete
DFO00004 Test Results = Edit | Delete
DFO00005 Emor Messages » Edit | Delete
DFO0000G Web Links > Edit | Deleta

[» Add |

Initially, new projects are created with a single folder called “Root Folder”, under this folder, you can click
the [Add] button to add additional folders, “Edit” to change the name and/or location of an existing folder,
or “Delete” to permanently remove a folder. Note that deleting a folder will remove all its subfolders and
any documents contained in the folder and subfolders.

When you click on either [Add] or “Edit”, you will be taken to the following screen that allows you to edit
the details of the new/modified folder:
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Add/Edit Document Folder | Design Documents

Please review the information listed below and make any changes if necessary.
Once you have finished, click [Update/lnsert] to confirm them.

Folder Name™: |Design Documents |

Parent Folder: |Ruut Folder "l"|

|» Update ||» Cancel |

The first field allows you to specify the name of the folder as it will be displayed to users in the system,
and the second field allows you to tell the system which parent folder should contain the new folder. You
cannot make the root folder a child of an existing folder, and there can only be a single root folder per
project.

3.7. Custom Properties

SpiraTeam allows you to customize all of the artifacts in the system (requirements, test cases, incidents,

etc.) by adding user-defined custom properties in addition to the built-in fields. You can create either text

properties that a user needs to enter in a text-box, or list properties that the user can choose from a drop-
down-list.

3.7.1. Edit Custom Lists

If you are planning on having any list based custom properties in your project, then you first need to
create and populate the custom project lists that the user will be able to select from. These lists are stored
separately from the individual artifact types so that you can have one set of values (e.g. list of operating
systems under test) be reused by multiple artifact types.

The following screen is displayed when you choose the “Edit Custom Lists” link from the Administration
sidebar navigation:

Edit Custom Lists | Library Information System (Change Project)

The following custom lists have been created in this project. Please make any changes and click [Add] or [Update].
To remove an existing custom list just make it inactive by setting its Active flag to MNo.

Custom List # Display Name Active Operations
CLOO0001 |Difﬁcu|w Yes |v| » Edit Values

CLOO0O0Z2 |Requirement Type : Yes |+|| > Edit Values
CLOO0003 |Test Type | Yes |v| | = Edit Values
CLOO0004 |Operating System | Yes |v| » Edit Values
CLOO000S |Web Browser | Yes |+|| > Edit Values
CLOO0006 |Step Type | Yes |v| | = Edit Values

The screen displays all the custom lists currently defined within the project, together with an active flag.
By default the screen will initially be empty so the first thing you need to do is click <Add> to create a new
custom list. After changing the name, just click <Update> to commit the change.

Once you have all the project lists defined, you should then click on the “Edit Values” link to display the
list of values associated with the list. This is the set of values that the user will select from the drop-down
list when the custom property is displayed:
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Edit Custom List Values | Operating System
=< Back to Custom Lists

The following custom values have been created for this list. Please make any changes and click [Add] or [Update].
To remove an existing custom list value just make it inactive by setting its Active flag to No.

Value # Display Name Active
PV000009 [Windows 2003 | |LYes v
PV000010 |Windows\."ista | IYiM
PV000011 |Windows XP | [yes [v]
PV000012 [Windows 2000 | |[Yes [+]
PV000013 [Windows NT 4.0 | [No_ v
» Update

To add a new custom list value, click the <Add> button and a new row will be added to the list which you
can now edit. To edit an existing custom list value, simply change the name in the textbox and click
<Update>. You can’t actually delete an existing custom list value, but to prevent it appearing in any drop-
down-lists, all you need to do is change its active flag to “No” and click <Update>.




3.7.2. Edit Custom Properties

This link is used to actually setup the custom properties associated with each artifact type in the project.
The following screen is displayed when you choose the “Edit Custom Properties” link from the
Administration sidebar navigation:

Edit Custom Properties | Library Information System (Change Project)
Artifact Type: |Requirement V|
Property Name  Type Display Name Custom List
TEXT 01 Text |URL | -nfa -
TEXT_02 Text | | -nia-
TEXT_03 Text | | -nia-
TEXT_04 Text | | -nia-
TEXT_05 Text | | -na-
TEXT 06 Text | | -nia-
TEXT 07 Text | | -na-
TEXT_08 Text | | -nfa-
TEXT 09 Text | | -na-
TEXT 10 Text | | -na-
LIST 04 List [Difficulty | | [ Dificutty v|
LIST_02 List |Requirement Type | [Requirement Type [+ |
LIST_03 List | | |-Please Select— [v]
LIST_04 List | | |[-Please Select— [v|
LIST_05 List | | |-Please Select- [v|
LIST_06 List | | |-Please Select- [v|
LIST_07 List | | |-Please Select— |v|
LIST_08 List | | |-Please Select- [v|
LIST_09 List | | |-Please Select- [v|
LIST 10 List | | |[-Please Select—  [+]

The screen displays a list of all the possible custom properties for a particular artifact type for the current
project. Each artifact type (requirement, test case, etc.) can have up to ten (10) custom text properties
and up to ten (10) list properties. The text properties are ones where the user can enter any textual data
they like, so typically it is useful for notes, comments and other freeform fields where the range of inputs
is not known ahead of time. The list properties are ones where you want the user to pick the value from a
predefined list of options defined by you ahead of time.

Initially the screen will default to showing the existing custom properties for a project’'s Requirements; to
change the list to a different artifact type (e.g. Incidents), all you need to do is change the artifact type in
the drop-down-list. This will refresh the list to show the custom properties for that artifact type.

To add a custom property to an artifact, all you have to do is enter an alias hame for the custom property
from one of the twenty (20) available entries in the list and click the <Update> button. For list properties
you also need to choose the name of a matching custom list that has been defined for this project.

Any entry that has a defined alias will be displayed on that artifact's details page. To remove an existing
custom property for an artifact, again all you need to do is click on the alias text box for that entry and
delete the name of the property, then click <Update>. The system will automatically insert entries for
newly added aliases and delete entries for those whose aliases are removed.
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3.8. System

3.8.1. General Settings

The general settings page allows you to configure SpiraTeam® to better match your environment and
setup. In the current version, you can specify the default language, configure the folder used to store
document attachments and also the type of text editing for the longer, descriptive text fields used in the
application (e.g. a test case’s description):

General Settings

This page allows you to modify the general SpiraTeam system settings:

Default Culture: | — Server Dafault — v
The culiure used to determine which number/date formats to use and which language to use

Attachments Folder™: |C:\Sub\rersion‘-Projecls\SpiraTeam‘.TrunkkSpiraTest'uAttachments
The folder used to store file attachments (e.g. C:\Program Filez\SpiraTeam\Attachments)
Rich Text Editing™: Use rich-text editing for artifact descriptions

ves Ww| Use rich-text editing for test step list

Default Culture — SpiraTeam can display information in a variety of different languages (assuming that
the appropriate language packs have been installed) and number formats. By default, SpiraTeam will use
the regional settings (language and number formats) of the operating system it has been installed on.
However, you can override this default by choosing the appropriate culture from the list of options
displayed in the drop-down list. Note: The list of culture options does not reflect the available language
packs, so in some cases, the setting will only change the number formats.

Attachments Folder - By default when SpiraTeam® is installed, the document attachments uploaded in
the system get stored inside the C:\Program Files\SpiraTeam\Attachments folder located inside the main
SpiraTeam® installation root. However you may want to have the documents stored on a remotely
mounted drive or on a different hard disk partition. In which case you can simply change the folder
pointed to in the text-box illustrated above and then click [Update] to commit the change.

Rich Text Editing - When editing certain text fields inside the system, the user is presented with a ‘rich-
text’ interface that allows them to set the formatting of the text using a toolbar:

i—iseEE | Tdh| —e=pOo @

Sample application that allows users to manage books, authors and lending records for a typical branch library

[Fort] ~ [Szz] ~ B I U|

In addition this toolbar includes the option to insert bulleted lists, tables, links to other websites and other
text effects. However this functionality can cause certain pages in the application to load more slowly on
some browsers (e.g. Internet Explorer 6.0 or earlier) — especially on the test case details screen, which
has rich-text editors for each of the test steps.

If you experience performance issues, you can use the configuration options on this page to turn off rich-
text editing for just the test steps (which causes the most performance issues) or for both the test steps
and for the various other description text-boxes. You can change this setting at any time, but any existing
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formatted text will appear as HTML markup if you switch from rich-text to back to plain-text on an existing
installation.

3.8.2. License Details

The license details page displays the information about the installed license for the particular instance of
SpiraTeam® being used. The information displayed includes: the product name (e.g. SpiraTeam), the
license version (e.g. v1.0.0.0), type of license in effect (x-user fixed, x-user concurrent, demonstration,
enterprise, etc.), the organization that the license belongs to, the actual license key code and finally the
number of users concurrently logged-in. This last piece of information is useful as it helps administrators
track down how many licenses are currently in use.

A sample page is illustrated below:

License Details

Product Type:

License Version #: v2.0.0.0

License Type: Enterprise License

# Concurrent Users: 1 Active (View Adtive Sessicns)

Expiration: n'a

Organization: |Inﬂectra Corporation |

License Key: I |

Note: The license key and organization name must match that found in your Customer Home Page.

If you do not already have a license for the software, you can purchase one online today.

To change the license key used by the system (for example, if to upgrade from Trial edition to Standard
edition), you do not need to reinstall SpiraTeam®. All you need to do is simply change the information in
the organization and license key text-boxes to match the license key and organization name found in
the customer area of our website (http://www.inflectra.com/CustomerArea) and click the <Update> button.

If there is an issue with the license key (e.g. a trial version that is passed its expiration date, or where the
license key doesn’t match the organization name) an error will be displayed describing the specific issue
with the information you entered. If you are unable to get the system to work with the license key
information, please contact Inflectra® customer support at: support@inflectra.com.
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3.8.3. LDAP Configuration

As described previously, you can configure SpiraTeam® to use an external LDAP server for importing
new user profiles into the system, and for authenticating users — instead of having to store separate
passwords inside SpiraTeam®. However you need to first configure the LDAP server settings. To do this,
click on the “LDAP Configuration” link the Administration navigation:

LDAP Configuration
This page allows you to configure SpiraTeam to authenticate users against an LDAP directory server. This allows you to avoid having to store passwords in a user's

SpiraTeam profile. You can have baoth types of user exist at the same time - SpiraTeam users that store their passwords inside SpiraTeam, and LDAP users that use their
existing LDAP passwords.

Please view/edit your LDAP server's configuration details below:

LDAP Host*: |myldapserver | [ Use Secure Sockets Layer (SSL}

Base DN™: |CN=USers‘OU=Headquarters,DC=MyCompany,DC=Com |

Bind DN: |CN=5ysadmin,CN=Users,OU=Headquarters,DC=MyCompany,DC=Com |
The distinguished name of the user to Iog into the directory sarver 85 {2.g. CN=Frad Bloggs,OU=Users, DC=NyCompany, DC=Com) or
leave blank for anonymous

Bind Password: |mﬁ-ﬂ* |
The password of the user to log into the direclory server as, or l=ave blank for ancnymous

Attributes

i - ; . -

Login™: |u|d | First Mame: |g|ver'|Name ‘
The sttribute in LDAF holding the login name The attribute in LDAF holding the users
{e.g. uid or sAMAcoountName for ActiveDireclory) first name (e.g. givenMame)

Last Name: |sn | Middle Initial: |mit\a|s ‘
The attribute in LDAF halding the users The attribute in LDAF holding the users middle
lsst name (e.g. sn) initisls (e.g. initisls)

Email Address: |mai| |

Sample User

You can optionally enter a sample user to authenticate. When you click [Update] SpiraTeam will try authenticating this user
before it updates the LDAP configuration.

Sample User: | |

Sample Password: | |

Name [and optionally port) of the server running LDAF,
{e.g. myserver, myserver:289 or myserver:836)

Mame of the root node in LDAF from which to search for users (e g. OlU=Users DC=MyCompany DC=Com)

The attribute in LDAF holding the users
email address [=.g. mail)

The distinguished name f @ sample user you want to test authenticate {2.g. CN=Fred Bloggs,OU=Usars,DC=MyCempany,DC=Com)

You need to fill out the various configuration settings for your LDAP server, each of which is explained in
more detail below:

>

LDAP Host
This should contain the name of the LDAP server that you want SpiraTeam to connect to together
with the port number if it's not the default of 389.

Use Secure Sockets Layer (SSL)
You should select this check-box if your LDAP server requires use of the LDAPS secure protocol.
Leave unchecked for unencrypted LDAP communication.

Base DN

This should be the distinguished name of the object inside your LDAP server that contains the list
of user accounts. This varies by the type of LDAP server, please consult your LDAP server
documentation for more details.

Bind DN

This should be the distinguished name of the user inside your LDAP server that will be used to
authenticate against when importing users. If not provided, SpiraTeam® will try and authenticate
with the LDAP server anonymously.
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> Bind Password
The is the password of the user specified in the Bind DN field above.

> Login Attribute
When SpiraTeam® imports users from the LDAP server it needs to know the user attribute inside
the LDAP server that it should use to generate the SpiraTeam® user-name. For most LDAP
servers the appropriate attribute would be “uid”. However for Windows ActiveDirectory, the
attribute “sAMAccountName” should be used instead.

» First Name Attribute
Providing this optional attribute will allow SpiraTeam® to automatically populate the first name
field of the imported user instead of simply using the username as a placeholder.

> Last Name Attribute
Providing this optional attribute will allow SpiraTeam® to automatically populate the last name
field of the imported user instead of simply using the username as a placeholder.

> Middle Initial Attribute
Providing this optional attribute will allow SpiraTeam® to automatically populate the middle initial
field of the imported user instead of simply leaving it blank.

>» Email Address Attribute
Providing this optional attribute will allow SpiraTeam® to automatically populate the email
address field of the imported user instead of simply using the username@spiratest.com as a
placeholder.

» Sample User
You can optionally enter a sample user and password to test that the user is correctly
authenticated against the server. You can update the LDAP configuration without setting this, but
if you do provide a sample user/password, it will not save the configuration unless the
authentication succeeds. If you choose to enter it, the user’s name should be the fully-
distinguished name of the user (e.g. CN=Sample User, CN=Users, OU=Headquarters,
DC=MyCompany, DC=Com).
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3.9. Integration

3.9.1. Data Synchronization

SpiraTeam® is capable of synchronizing its data with a variety of other systems, including but not limited
to requirements management systems and standalone bug-tracking tools. The various integration plug-
ins for SpiraTeam® and the steps for configuring the data-synchronization settings are described in the
SpiraTest Migration and Integration Guide.

If you are synchronizing data between SpiraTeam® and one of these other systems, you can click on the
‘Data Synchronization’ administration page at any time and view a list of all the data-synchronizations
taking place, together with the status and date/time of last synchronization:

Data Synchronization (Refresh)

SpiraTeam is able to communicate with a variety of external systems and applications using its background data
synchronization service and library of available plug-ins.

This page allows you to view, add and modify the list of plug-ins, make changes to their configuration, and verify
the status of the most recent synchronization. In addition, you can force a particular plug-in to perform a
complete data-synchronization by resetting its date of last sync:

Plug-In Data Mapping Last Sync Date Status Operations

BugzillaDataSync = View Project Mappings - Mot Run » Force Re-Sync | Edit | Delete
FogBugzDataSync » Miew Project Mappings - Mot Run » Force Re-Sync | Edit | Delete
JiraDataSync > View Project Mappings - Mot Run > Force Re-Sync | Edit | Delete
MsTfsDataSync > View Project Mappings - Mot Run > Force Re-Sync | Edit | Delete

In the example above, we have four plug-ins active, with incidents being exported into JIRA, Bugzilla,
FogBugz and Microsoft Team Foundation Server. The data of last sync and the status indicate if there are
problems with the plug-in.

The ‘Refresh’ link allows you to refresh the status of the page to ensure that you are seeing the most up
to date information. In certain circumstances you may want to reset the date of last sync and force a
particular plug-in to examine all the records in the system to see if any were not synchronized - clicking
on the ‘Force Complete Re-Sync’ will achieve this. The recommended procedure for forcing a re-sync is
to temporarily stop the SpiraTeam Data-Sync background Windows service, click the button to reset the
last-sync date, and then start the service. This will ensure that the resetting doesn’t happen mid-sync.

3.9.2. Version Control Integration

SpiraTeam® is capable of integrating with a variety of Version Control (VC) / Software Configuration
Management (SCM) tools such as Subversion, CVS and SourceSafe. This allows you to browse the
source code repositories using the SpiraTeam web interface, and more importantly link revisions in these
tools to artifacts in SpiraTeam. This provides the end-to-end traceability from code commits/check-ins to
the tasks, incidents and requirements that necessitated the code change.

The information on using the various version control providers for SpiraTeam® and the steps for
configuring the provider-specific settings are described in the SpiraPlan/Team Version Control Integration
Guide.

To configure a version control provider, you need to click on the Administration > Integration > Version
Control link in the Administration navigation to bring up the list of configured version control providers:
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Provider

Version Control Integration

SpiraTeam is able to integrate with a variety of external version control systems using its flexible, open
architecture and library of available version control providers.

This page allows you to view, add and modify the list of version contral providers, make changes to their
configuration and also specify any project-specific configuration values:

TestVersionControlProvider | This provides the dummy version control provider used | = Project Settings | Yes = Edit | Delete

Description Project Settings Active Operations

in testing

By default the only provider listed will be the TestVersionControlProvider which is used for demonstration
purposes only, and can be deleted from a production system by clicking on the “Delete” link to the right of

it.

To add a new version control provider, click the “Add” button to enter the Plug-in details page. The fields
required are as follows:

Edit Provider | New Provider

== Back to Version Control Home

Name*:

Description:

Default Settings

Connection Info™:
Login®:

Password™:

Please enter/edit the following information for the provider. The exact information that needs to be entered is
specific to each provider, and you should refer to the documentation for the provider when entering/changing it:

The following settings are used for any projects that do not define their own settings:

SubversionProvider

4| Active

| svn:ffquagmire.internal. corp/Projects/MovieApp

fmichaels |

[doctor2009who] |

Name: The name of the version control provider that you're adding. This needs to match
the name of the Plug-in DLL file that you're using (see the SpiraPlan/Team Version
Control Integration Guide for more details on your specific tool)

Description: The description is for your use only, and does not affect operation of the
plug-in.

Active: If checked, the plug-in is active and able to be used for any project.

Connection Info: This field holds the root of the repository for any project accessing the

plug-in, unless overridden in the Project Settings. Use the syntax that is described for
your tool in the SpiraPlan/Team Version Control Integration Guide)

Login / Password: The user id and the password of the user to use while accessing and
retrieving information from the version control system.

Other Fields: The other fields (Domain, Customl1 — Customb5) are provider-specific and
will be described in the appropriate section of the SpiraPlan/Team Version Control
Integration Guide.

e When finished, click the “Insert” button and you will be taken back to the Version Control
integration list page, with new provider listed as an available plug-in:
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Version Control Integration
SpiraTeam is able to integrate with a variety of external version control systems using its flexible, open
architecture and library of available version control providers.

This page allows you to view, add and modify the list of version control providers, make changes to their
configuration and also specify any project-specific configuration values:

Provider Description Project Settings Active Operations

SubversionProvider Accesses our Subversion Repository on server = Project Settings | Yes = Edit | Delete
quagmire

TestWersionControlProvider | This provides the dummy version control provider used | = Project Settings | Yes = Edit | Delete
in testing

To edit the settings for an existing version control provider, just click on the “Edit” link next to the name of
the provider and you will be able to edit the same settings that were shown above when you first created
it.

Now, you may want to change some of the settings on a per-project basis. For example you may have
different repositories that you want to link to each project. You still enter the base settings for the provider
as illustrated above, but then you can override specific settings for each project.

To do this, click on the “>Project Settings” hyperlink next to the provider in question:

SubversionProvider Project Settings | Library Information System (Change Project)

== Back to Version Control Home

Please edit the following project-specific settings for the "SubversionProvider version control provider. If you
leave any fields blank, then the value will be taken from the provider's default settings. To stop using this provider
on the project, just set the Active flag to No below:

Project Name: Library Information System
Active for Project:

The first thing you need to do (regardless of whether you'll be overriding any of the settings) is to make
the provider active for the current project. To do this, change the drop-down list to “Yes” and click
[Update]:
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SubversionProvider Project Settings | Library Information System (Change Project)
| Project settings successfully updated. |

== Back to Version Control Home

Please edit the following project-specific settings for the "SubversienProvider version control provider. If you
leave any fields blank, then the value will be taken from the provider's default settings. To stop using this provider
on the project, just set the Active flag to No below:

Project Name: Library Information System

Active for Project: | ves v

» Update

Connection Info: ‘svn:-"-"mﬂectraswU3-"SpiraTeam

Login: ‘\ogilﬂ |

Password: ‘passwordi |

Domain: ‘ |

Custom 01: ‘ |

Custom 02 ‘ |

Custom 03: ‘ |

Custom 04: ‘ |

Custom 05: ‘ |

Now you can decide whether you want to override any of the default settings for this project. Any field left
blank will automatically get its settings from the default values entered earlier. In the example above, we
have specified a project-specific repository path, login and password. Once you have correctly configured
the project, click [Update] to commit the changes.

You are now ready to use SpiraTeam® in conjunction with the version control tool you selected. For
details on how to use the Source Code integration features of SpiraTeam, please refer to the
SpiraTeam® User Manual.

3.9.3. Test Automation

SpiraTeam® can be used to manage the development, scheduling and execution of automated unit,
functional and load tests written using a variety of test automation engines (e.g. HP QuickTest Pro,
SmarteScript, TestComplete, etc.). This section allows you to configure the different engines that are
available in your environment so that the testers know which tools they can use to schedule tests with.

The information on using the various test automation engines for SpiraTeam® and the steps for
configuring the engine-specific settings are described in the SpiraTest/Team Automated Testing
Integration Guide.

To configure a test automation engine, you need to click on the Administration > Integration > Test
Automation link in the Administration navigation to bring up the list of configured test automation engines:

Test Automation Engines
SpiraTeam is able to integrate with a variety of external test automation systems using its flexible, open
architecture and library of available test automation engines.

This page allows you to view, add and modify the list of test automation engines and make changes to their
configuration:

Engine Name Token Description Active Operations

Quick Test Pro | QTP Engine that integrates with HP/Mercury Quick Test Pro Yes = Edit | Delete

Selenium Selenium Engine that integrates with the open-source Selenium RemoteControl | Yes > Edit | Delete
(RC)

SmarteScript | SeS Engine that integrates with SmarteSoft SmarteScript Yes = Edit | Delete

TestComplete | TestComplete  Engine that integrates with AutomatedQA TestComplete Yes > Edit | Delete
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To add a new test automation engine, click the “Add” button to enter the Automation Engine details page.
The fields required are as follows:

Edit Engine | New Engine

== Back to Test Automation Engine Home

Please enter/edit the following information for the test automation engine. Required fields are indicated in bold:

Name*:

Description:

Token*: | |

Active

[» Insert |[~ Insert & Close |

o Name: The name of the test automation engine that you're adding. This can be set to any
name of your choice that would make sense to your users.

o0 Description: The description is used for any comments or additional information that you
need to use to describe the automation engine.

o0 Active: If checked, the automation engine is active and able to be used in any project.

0 Token: This needs to match the name of the Automation Engine DLL file that you're
using (see the SpiraTest/Team Automated Testing Integration Guide for more details on
your specific tool) for the specific automation engine.

¢ When finished, click the “Insert” button and you will be taken back to the test automation engine
list page, with new automation engine listed.

Test Automation Engines
SpiraTeam is able to integrate with a variety of external test automation systems using its flexible, open
architecture and library of available test automation engines.

This page allows you to view, add and modify the list of test automation engines and make changes to their
configuration:

Engine Name Token Description Active Operations

Quick Test Pro | QTP Engine that integrates with HP/Mercury Quick Test Pro Yes = Edit | Delete

Selenium Selenium Engine that integrates with the open-source Selenium RemateControl | Yes = Edit | Delete
(RC)

SmarteScript | SeS Engine that integrates with SmarteSoft SmarteScript Yes = Edit | Delete

TestComplete | TestComplete  Engine that integrates with AutomatedQA TestComplete Yes = Edit | Delete

To edit the settings for an existing test automation engine, just click on the “Edit” link next to the name of
the engine and you will be able to edit the same settings that were shown above when you first created it.
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Edit Engine | Quick Test Pro

=<« Back to Test Automation Engine Home

Please enter/edit the following information for the test automation engine. Required fields are indicated in bold:

Name™: Quick Test Pro

Description:  |Engine that integrates with HP/Mercury Quick Test Pro

Token*: |QT|:| |

Active
[* update |[» update & Close |

Once you have made the appropriate changes, click the [Update] button to commit them.

You are now ready to use SpiraTest® / SpiraTeam® in conjunction with the test automation engine you
added. For details on how to use the test automation features of SpiraTeam, please refer to the
SpiraTeam® User Manual.

3.9.4. Add-Ons and Downloads

In addition to the web interface that is typically used to interact with SpiraTeam®, there are a variety of
downloadable tools and extensions that allow SpiraTeam® to be used in conjunction with other
applications, and also to enable the migration of data from other systems into SpiraTeam®.

To view the list of available add-ons and downloads, simply click the “Add-Ons and Downloads” link in the
Administration navigation sidebar and you will be taken to the page on the Inflectra® website that lists the
various add-ins for the system, together with links to the appropriate documentation.
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4. Appendices

4.1. Appendix A — Troubleshooting

If you receive the dreaded “IIS 500 Internal Error” or the “Server Application Not Available” webpage
when you try and access SpiraTeam® for the first time, there can be a myriad of causes. However a good
first place to look for the cause is inside the Windows Event Viewer, which stores all errors raised in the
system.

To open the Event Viewer, click Start > Settings > Control Panel > Administrative Tools > Event Viewer.
This will open up the event viewer:

H Event Viewer = x
File Action View Help
e - [m B ®

@ Event Viewer (Local)
Application

. MName Type Description Size
Security = 2
System %ﬂénwlimﬁon Log Application Error Recards 512.0KB :
34| Internet Explorer Security Log Security Audit Records 64.0KB
System Log System Error Records 128.0 KB
Internet Explorer Log Custom Log Error Records

Click on the Application and System folders in turn and look for errors raised by “MSSQLSERVER?”,
“SpiraTest”, “SpiraTest DataSync Service”, “DCOM”, “ASPNET" or “lIS”. Click on the error message, and
copy the text of the message into a text editor (e.g. Notepad).

Before contacting Inflectra® customer support with the specific error message, here are a couple of
common causes for the above errors together with the appropriate resolutions:

» The ASP.NET process account has been disabled
Go to Start > Control Panel > Administrative Tools > Computer Management and launch the
Windows computer management console. Expand Local Users and Groups > Users and then
double-click on the '"ASPNET' account. Make sure that the ASPNET user is not disabled.
If you are using Windows 2003 or 2008 Server the ASPNET user is set per-application pool and
typically is set to the built-in NETWORKSERVICE account, so this won't apply.

» The ASP.NET process account does not have sufficient permissions
Right-click on the C:\WINDOWS\Microsoft. NET\Framework\v4.0.30319 folder (and any other
versions of .NET that are listed) and make sure that the ASPNET, NETWORKSERVICE and
LOCALSERVICE accounts are all listed with Full Control. If that doesn't fit the issue and you are
using Windows 2003 or 2008 Server, open up the IIS manager and right-click on the Application
Pool that SpiraTeam® is running under and make sure that the identity listed has Full Control
permissions on the same folders.

» The Windows Event Log is full
Open up the Application and System event logs, right-click on the log name and choose
Properties. Make sure that both are set to “overwrite events as needed”. If they are not set to
overwrite as needed, change the setting then manually clear both logs.

If the resolutions above were not able to resolve the issue, please send an email to
support@inflectra.com and include the error message from both the web page and the Windows Event
Logs.

© Copyright 2006-2011, Inflectra Corporation Page 58 of 71 This document contains Inflectra proprietary information



mailto:support@inflectra.com

4.1.1. Missing MSDTC Issue

There is one common error that has been found with installations where Microsoft SQL Server was
installed after 1IS was installed. This typically affects only Windows XP Professional, but could occur in
other situations. What happens is that the SQL Server installation inadvertently removes the Microsoft
Distributed Transaction Coordinator (MSDTC) service from the system during the installation.

To determine if this is indeed the cause of the observed error, you need to click on Start > Settings >
Control Panel > Administrative Tools > Component Services:

{7 Component Services
@ File Action View Window Help ;IQIJ
« - m(m 2 [2a]

(L] Console Root
= @ Component Services

=[] Computers D D
—@ My Computer
=-{Z3 coM+ Applications Components Legacy Roles
%2 COM+ Explorer Components

-
E % COM+ QC Dead Letter Queue Listener
+--§§’ COM+ Uit
@]

ns |
- led Applications
%2 115 Utilities
E {‘8 System Application
{21 DCOM Config

m-(_]] Distributed Transaction Coordinator |

Once the window has opened, expand the folders marked “Component Services”, “Computers”, “My
Computer” and “COM+ Applications” in turn. If the window opens correctly and displays the information
illustrated above, then your IIS 500 error is being caused by something else.

However if you receive an error message that indicates an inability to connect with the “Distributed
Transaction Coordinator”, then you have to fix the MSDTC service to enable 1IS and ASP.NET to operate

properly.
To fix the issue, you need to make changes to the Windows System Registry (hereafter referred to as “the

registry”). This is a process that should not be attempted by novice users, since any incorrect changes
can complete wreck the Windows installation, requiring a complete reinstallation of the operating system.

To open the registry, click Start > Run, and type “Regedit.exe” into the dialog box, and the registry will
open:

& Registry Editor
File Edit View Favorites Help

(3 MsDATPP || Name Type Data
1 veon (Default) REG_SZ {value not set)
a AIIDwOnIySecureRchaIls REG_DWORD 0x00000001 (1)
a MSE. ) Clusteringil'ersion REG_DWORD Ox A (4294967295)
g m::ﬁns'ng []FallbackToUnsecureRPCIfN... REG_DWORD 0x00000000 (1)
(3 MSMInstaller MaxLDQSize REG_DWORD 0x00000200 (512)
D MSOSOAP TurnOf'ﬁlpcSecurity REG_DWORD 0x00000000 {0)
(L MssqLServer w
< ¥ < ¥

My Computer\HKEY_LOCAL_MACHINE\SOFTWARE MicrosoftMSDTC

Expand the folders marked “My Computer”, “HKEY_LOCAL_MACHINE", “SOFTWARE" and “Microsoft” in
turn and navigate to the folder marked “MSDTC". Click the <Delete> button on your keyboard, and click
<OK> on the confirmation box. Now close the registry editor.

Now you need to click on Start >Settings > Control Panel > Add or Remove Programs and click on the tab
marked “Add/Remove Windows Components”:
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Windows Components Wizard

Windows Components

“ou can add or remove components of Windows XP.

To add or remove a component, click the checkbox. A shaded box means that only
part of the component wil be installed. To see what's included in a component, click

Details.

Components:

A
@Fax Services 3.8MB

EP Indexing Service 0.0 MB
élrﬂeme‘t Explorer 0.0 ME

W1 BB Intemet Information Servicas (115) 135 MR ¥

Description:  Includes Windows Accessories and Lktilties for your computer.

Total disk space required: 56.3 MB -
38370.1 MB __Deialls...

Space available on disk:

[ < Back " MNext = ] [ Cancel ]

Don't change any of the selected components, but instead simply click the <Next> button. The Windows
installer will detect that the MSDTC is missing (due to the registry change you made) and will now
reinstall it correctly. Once this has finished, reboot the system and you should now be able to access ASP
and ASP.NET applications from within IIS.

4.1.2. Application Session Pooling Issues (Windows 2003)

This issue can affect Windows Server 2003 using 1IS 6.0. Since the 6.0 release of IIS, there is the ability
to separate the web-server into different “Application Pools”. Sometimes, web hosting companies will host
multiple websites in the same application pool (which we do not recommend). When resources are
maxed out for an application pool IIS 6 starts to recycle these sites causing application variables to be
lost for those recycled sites. By default, SpiraTeam installs on these operating systems in its own
application pool.

If you are experiencing application/session loss symptoms then we recommend asking your web
hosting company to verify that your instance of SpiraTeam is running in its own application pool with all
recycling options disabled and the recycle worker process set to recycle only once during the day at a set
time.

To make these changes yourself, you need to follow these steps:

1) Add new application pool for “SpiraTeam” if one does not already exist:

t Internet InfFormation Services (lI5) Manager ]
rg File  Action Wwiew ‘Window Help — =2
|m| B 2 2

?_J iInternet InFormation Services : Computer Local Wersion Status
=10 INFLECTRASYROS (local computer) LU INFLECTRASYROS (local carnputer)  Yes 115 ¥6.0
=I-__l Application Panls
‘-l!.‘:‘ Defa Tdew 3 Application Paoal. ..
H-gli Spirs Al Tasks » Application Poolfram File). ..
+-pis Stshu

-

: ‘.;!‘:‘ Sradu Mew Window From Here

g
gt SESAL Refresh . .
degh RS 4 Click it and enter the name

5
+
kX
5
+
gl TFSv  Properties of your own application pool.
Hgi TFSW
_d

Help

+] Default Web Site

+ - SharePoint Central Administration
-§- - Team Foundation Server

: Sharepoint Sites

+
__1 web Service Extensions
29 Default SMTP Virtual Server

Create Application Pool

2) Next, choose your own application pool in the SpiraTeam web site properties:
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Default Web Site Properties ? %
Directory Security HTTP Headers Zuskom Errors ASP.MET
‘Web Site Performance ISAPI Filters Home Directary Diocuments

The content for this resource should come From:

() A share located on another computer
() A redirection ko & LIRL

Local path: cihinetpubipasaroot
[ Script source access Log wisits

Read Index this resource

I:l Wribe

Choose the application

[ birectary browsing
poolyoucreated before

Application settings

Application name: Default Application g
Starting point: =Default Web Sitgd
Configuration. ..
Execute permissions: Scripts only V4 hd
Application pool: SpiraTest -~
- .

Click <OK> and you should now find that the issues with sessions disappearing has been corrected.

4.1.3. Application Session Pooling Issues (Windows Vista, 7 or 2008)

This issue can affect Windows Vista, 7 or Server 2008 using IIS 7.0. Since the 6.0 release of IIS, there is
the ability to separate the web-server into different “Application Pools”. Sometimes, web hosting
companies will host multiple websites in the same application pool (which we do not recommend). When
resources are maxed out for an application pool IIS 7 starts to recycle these sites causing application
variables to be lost for those recycled sites. By default, SpiraTeam installs on these operating systems in
its own application pool.

If you are experiencing application/session loss symptoms then we recommend asking your web
hosting company to verify that your instance of SpiraTeam is running in its own application pool with all
recycling options disabled and the recycle worker process set to recycle only once during the day at a set
time.

To make these changes yourself, you need to follow these steps:

Add new application pool for “SpiraTeam” (if one does not already exist) and make sure it is set to use the
.NET Framework v4.0 and the “Integrated Pipeline”:

"-'Elnternet Information Services (IIS) Manager A=l E3
&Y 2} ~ INFLECTRASYRO4 - Application Paols 1) @ -
s s

File Miew Help

UJ' Application Pools

4=y Add Application Pool..

-5 Start Page
E"“‘j INFLECTRASYRO4 (INFLECTRAY This page lets you view and manage the list of application pools on the server, Application pools are associated with
-

Set Application Pool Defadlks,..
worker processes, contain one or more applications, and provide isolation amang different applications, .;&;. Help

el A pplication Prole .
- @] Sites |: Add Application Pool... | ~ (G~ 5l show Al | Group byi o Grouping - Orlire: Help
&3 Refresh | Status | NET Frame. .. I Managed Pipeli... | Identit: | Applications
T AR Started w20 Classic MetworkService o
Integrated MetworkService z

Click it and enter the name
of your own application pool.

< | _'I

Ready G_El:;

Next, choose your own application pool in the SpiraTeam web site properties:
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11s

Authenticati

@

Handler
Mappings

Ready

[ Features i

Advanced Settings

= {General)

ian Pool _I
Physical Path
Physical Path Cradentisls
Physical Path Credentials Logon Type ClearText,

Yirbual Path [SpiraTe:
= Behavior
Enabled Protocols http

Choose the application
pool you created before

Application Pool
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4.2. Appendix B — Using with SSL

This section outlines how you can install a Secure Sockets Layer (SSL) certificate onto IIS to allow users
to access SpiraTeam® via an encrypted protocol, so that usernames, passwords and sensitive project
data cannot be “sniffed” across the network. This is especially important if your web-server is being
accessed across the Internet.

This section assumes that you already have a Certificate Authority (CA) available to generate an SSL
certificate for you. This can either be a third-party provider (e.g. Verisign) or a tool used to generate “self
certificates” that can be used internally to your organization (e.g. the 1IS Certificate Server that ships with
Windows Server 2003 or 2008). For more information on the differences between these two options,
please read the following documents:

http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/II1S/8d3bb71a-0a7f-443f-8084-
908d0dab9caa.mspx?mfr=true (installing self or third-party certificate on Windows Server 2003)

http://www.somacon.com/p42.php (installing self-certificate on Windows XP)

Once you have decided how you will generate the certificate, you next need to generate the request for
the certificate from your web server. First, click Start > Settings > Control Panel > Administrative Tools >
Internet Information Services to bring up the IIS management console:

Tl w w
*§ Internet Information Services

File Action View Help
& 23] 2 m o

Internet Information Services Mame | Path
- B SANDMAN_UDEal computer) @IISHEIp c\windowshelplishelp

--(Z Web Sites GSD’ipE C:\Inetpub\Scripts

-
_}* Dfault WE ""t a_\rti_l:uin C:\Program Files\Common Files\Micr...
+%5 Default SMTP Virtual Server | e printers C: WINDOWS \web \printers

Now, right-click on the “Default Web Site” and choose “Properties”, then click the “Directory Security” tab:

Default Web Site Properties

Web Site ISAPI Fitters Home Directory Documents
Directory Security HTTF Headers Custom Emors Server Extensions
Anonymous access and authentication control

! ; Enable anonymous access and edit the

authentication methods for this resource.

IP address and domain name restrictions

®

Secure communications

Require secure communications and
enable client cerfficates when this
resource is accessed.

o] [caes ]
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Now, click the button marked “Server Certificate”, click <Next> and choose the option marked “Create a
new certificate”, and click <Next>. You can then choose to either prepare the certificate request and sent
it later, or to send the certificate request immediately to an online CA. If you are using a third-party CA
and are connected to the Internet choose the second option, otherwise choose the first option.

IIS Certificate Wizard 3
MName and Security Settings
Your new cenfficate must have a name and a specific bit length. %
Y

Type a name for the new certficate. The name should be easy for you to refer to and
remember.

Mame:

SpiraTest Installation - Development Server

The bit length of the encryption key determines the cerificate’s encryption strength.
The greater the bit length, the stronger the securty. However, a greater bit length may
decrease performance.

Bl PR
[] Server Gated Cryptography (SGC) certificate for export versions only)

[] Select cryptographic service provider (CSF) for this certificate

[ < Back " Nexd > l’ Cancel ]

Enter the name for the certificate, typically this will contain the name of the organization, purpose of the
certificate and any other pertinent information that will help you distinguish it.

You should choose a bit-length of at least 2048 bits, and leave the other options unchecked unless you
are using the server outside of the United States, in which case you will need to choose the “Server
Gated Cryptography (SGA)” option. Click the <Next> button when you are finished.

IS Certificate Wizard
Organization Information
Your certificate must include information about your organization that %
distinguishes i from other organizations. %

Select or type your organization's name and your organizational unit. This is typically the
legal name of your organization and the name of your division or department.

For further information, consult cerification authority’s Web site.

Organization:
v
Organizational unit:
Software Development w
I < Back " Next > l ’ Cancel ]

Now enter the organization and organizational unit name that best describes who is requesting the
certificate. Click <Next> when you are finished.
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1IS Certificate Wizard

Your Site’s Common Name
Your Web site’s common name is its fully qualfied domain name.

Type the common name for your site. f the serveris on the Intemet, use a valid DNS
name. If the server is on the intranet, you may preferto use the computer’s NetBIOS
name.

If the common name changes, you will need to obtain a new certificate.

Common name:

sandman

[ <Back || MNed> | [ Cancel |

Next enter the “common name” for the web site that will be using the certificate. For a website that will be
accessed across the Internet, this should the fully qualified domain name (e.g. www.mysite.com),

whereas for a website that is limited to a local intranet, the computer name will suffice (e.g. myhost). Click
<Next> when you are finished.

115 Certificate Wizard
Geographical Information
The certification authority requires the following geographical information.

Country/Region:
US (United States)  w

State/province:
|I'U'Iary|and w |

CityAocality:
|Sil\rer Spring| w |

State/province and City/locality must be complete, official names and may not contain
abbreviations.

[ <Back || _Ned> | [ cancel |

Next enter the country / region, state / province and city / locality that best describe where the web-server
will operate or where the organizational entity resides. Once you are finished, click <Next>.



http://www.mysite.com/

1IS Certificate Wizard
Certificate Request Fle Name

Your certificate request is saved as a texd file with the file name you %
specify. %

Enter a file name for the certficate request.

File: name:

o \sandman_spiratest_hertreq b

’ < Back " Neat > l[ Cancel ]

Next, enter the filename that you want to use for the certificate request file. This is the file that you will
send to the Certificate Authority (CA) to request an SSL certificate. This filename should be memorable
and describe what the certificate is for. The file extension should be . txt. Click <Next> once you have
finished entering the filename.

IIS Certificate Wizard
Request Fle Summary
You have chosen to generate a request file. %
s

To generate the following request, click Mext.
File name: c¢:sandman_spiratest_cerreq b

Your request contains the following information:

lssued To sandman

Friendly Name SpiraTest Installation - Development Server
Country/Region us

State / Province Maryland

City Silver Spring

Crganization Irflectra Corporation

Organizational Unit Software Development

[ < Back ]I e > I’ Cancel ]

Finally, you will get a confirmation screen that verifies the information you have entered. If you want to
make changes, click the <Back> button, otherwise click <Next> to actually generate the certificate. Once
finished, you will now have the certificate request file that you can send to the Certificate Authority (CA) to
process your request.

Once the CA has processed your request, they will send back the actual SSL certificate that you can
install onto your web-sever. The next steps will describe how to install the certificate once you receive it
back from the CA.
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Once you have received the SSL certificate back from the CA, save the file onto your hard-disk with the
file-extension . cer. Now open up the 1IS management console (as described above), right-click on the
“Default Web Site” icon and choose “Properties”. Now select the “Directory Security” tab, and click the
button marked <Server Certificate> under the heading “Secure Communications”. When the dialog box
appears, choose the second option — to process an existing request. This will bring up the following dialog
box:

IIS Certificate Wizard 3
Process a Pending Request

Process a pending cerificate request by retrieving the file that contains %
the cerification authority’s response. %

Enterthe path and file name of the file containing the certfication authority’s response.
Path and file name:

o

[ <Back || MNed> | [ Cancel |

Now, browse to the place on your hard disk where you saved the SSL certificate (with extension .cer) and
select the file you saved. Click <Next> to load the certificate. Once the certificate has been loaded, all that
remains is to tell IS to require a secure HTTPS connection, so that users don’t attempt to access the
website over the unencrypted HTTP protocol.

From the IIS properties dialog box, click the button marked <Edit> under the “Secure Communications”
heading:

Secure Communications ﬁl

Require secure channel (S5L)
[] Require 128bit encryption

Client cerificates

(=) Ignore client cerificates
() Accept cliert cerificates
() Require client certificates

[] Enable cliert certificate mapping

Client cenificates can be mapped to Windows user
accounts. This allows access control to resources using
client cerificates.

[] Enable certificate trust list

l QK J [ Cancel ] [ Help ]

Check the box marked “Require secure channel (SSL)”, and click the <OK> button. You have now
successfully configured IS for secure HTTPS data transmission.
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4.3. Appendix C — Sending Email through IIS

This section outlines the steps that you need to take to configure your IS web server to send email
notifications from SpiraTeam®. Since email configurations can vary greatly between environments,
please check with your local IT personnel for the correct settings that should be used. This section

assumes that you have an SMTP mail-server available on your network that is capable of relaying the
email from the IIS server.

First open up the Internet Information Services (1IS) Manager on your server and expand the Default
SMTP Virtual Server node:

t Intermet Information Services (115) Manager M= E
9 e Action Wew Window Hep ===
=+ B0 EFER @2 r 8
“j Irkberniet Information Services Narme [
=1 50 INFLECTRASVROS (local compitar) '{‘V,Dnmahs

#-_| Apphcation Pools £ Curert Sessions

#-_| Web Sites
#_| Web Service Exhansions

€ Current Sessions

Right-click on the “Default SMTP Virtual Server” node and click on “Properties”. Then select the “Delivery”
tab on the dialog box that pops-up:

Pefoat swrp vetwarserverproperties ]|
General | Access | Messages Delivery ] LOAP Reuting | Security |
~ Duthound
First retry intesval [minutes]:
Second retry interval [minutes): ]30—
Third relry interval frinutes} [0
Subsequent retry interval [minutes): 240
Delay notification: ,T m
Expiration timeout [ [pas =]
~Local 3
Delay notification: ]T Ikus 'I
Expitation tineout [ o =~
Outhound Secusity... [ Outbound gonnections... [ Advanced... |
|TI Cancel | Apply | Help |

Now, click on the <Advanced> button to bring-up the advanced delivery configuration screen:
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Advanced Delivery | x|

Masirurn hop count:
15

M azquerade domain:

Iinllectra.c:om

Fully-qualified domain name:

Iinllec:traswﬂ3 Check DNS

Smart hast:

Imai\. inflectra.car

[~ Attempt dirsct defivery before sending to smart host

™ Perform reverse DNS lookup on incoming messages

ak I Cancel | Help |

In this dialog box, you should enter the following information:

» Masquerade domain:
This is the domain name that you want emails from SpiraTeam® to look like their being sent from.

This is typically the domain name of your organization (e.g. mycompany.com)

» Fully-qualified domain name:
This is the fully qualified domain name of the IIS server that SpiraTeam® is installed on (e.g.

iisserver.mycompany.com).

» Smart host:
This is the fully qualified domain name of the SMTP mail-server that will actually be used in
delivering the emails. (e.g. mail.mycompany.com). You will need to get the name of this from your
IT personnel.

Once you have updated the settings, click the various <OK> buttons and you should now see emails
being delivered from SpiraTeam®. Note: the email address that is used as the ‘from address’ for all
emails generated by SpiraTeam® is the email address stored in the Administrator user’s profile. You
should edit that user’'s account and make sure their email address is a valid email address in your
environment.
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Legal Notices

This publication is provided as is without warranty of any kind, either express or implied, including, but not
limited to, the implied warranties of merchantability, fithess for a particular purpose, or non-infringement.

This publication could include technical inaccuracies or typographical errors. Changes are periodically
added to the information contained herein; these changes will be incorporated in new editions of the
publication. Inflectra® Corporation may make improvements and/or changes in the product(s) and/or
program(s) and/or service(s) described in this publication at any time.

The sections in this guide that discuss internet web security are provided as suggestions and guidelines.
Internet security is constantly evolving field, and our suggestions are no substitute for an up-to-date
understanding of the vulnerabilities inherent in deploying internet or web applications, and Inflectra®
cannot be held liable for any losses due to breaches of security, compromise of data or other cyber-
attacks that may result from following our recommendations.

The section of the manual that describes modifying the Windows System Registry (“Registry”) should only
be attempted by experienced Windows administrators who are familiar with its organization and contents.
Inflectra® cannot be held liable for any losses due to damage to the system registry made by
inexperienced personnel.

SpiraTest®, SpiraPlan®, SpiraTeam® and Inflectra® are registered trademarks of Inflectra Corporation in
the United States of America and other countries. Microsoft®, Windows®, Explorer® and Microsoft
Project® are registered trademarks of Microsoft Corporation. All other trademarks and product names are
property of their respective holders.

Please send comments and questions to:
Technical Publications
Inflectra Corporation
8121 Georgia Ave
Suite 504
Silver Spring, MD 20910
U.S.A.

support@inflectra.com
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